HNupopmanuoHHbIe MaTEPHAJIbI
10 NPO(PUIAKTHKE NPECTYIJIEHHH, COBEPLICHHBIX C
HCI0JIb30BAHMEMHH(OPMALMOHHO-TEJIEKOMMYHHKALMOHHBIX
TEXHOJIOT Ui

K wnaunbonee pacnpocTpaHEHHBIM BHJIaM JUCTAHIIMOHHBIX MOIICHHUYECTB,
coBepiieHHbIX Ha Tepputopun r. Cankt-IlerepOypra u JleHunrpaackoir obnacTi,
OTHOCATCS:

- «pUImMHr» — BUJ JUCTAaHUMOHHOTO MOLIEHHUYECTBA, MPU COBEPLICHUU
KOTOpPOTO 3JIOYMBIIUIEHHUKH (B XOA€ Tele(OHHOrO0 pasroBopa, IOCPEICTBOM
HaIlpaBJCHUSl AJEKTPOHHOIO TMChbMA WM CMC-COOOLIEHUS) IMOJYy4aroT JIMYHbIC
KOH(UEHIMAIbHbIE JaHHbIE O OAaHKOBCKOW KapTe, HOMEpE cueTa, JOTUHBI U MapoJu
Ul BXOJa B MHTEPHET-0aHK, a TakXkKe Mapoid Oe30MacHOCTH, IO3BOJISIOIINE
IIPOM3BECTU CIIMCAHUE HAaXOASIIMXCSI Ha OAaHKOBCKOM KapTe JEHEXKHBIX CpPEICTB.
XKepTBaMu yKa3aHHOIO BHJa MOLIEHHUYECTBA 3a4acTYyI0 CTAHOBSATCA HE3alUIICHHBIE,
Manoo0pa3oBaHHbIE, JOBEpUMBBIC CJIOM HaceileHus. llpeacraBissick 3adacTyro
COTPYIHHMKAaMU KpPEIUTHBIX OpraHu3aluid, MPECTyNMHUKA BBOAAT B 3a0IyKIEHUE
IPaKJaH OTHOCHUTEIBHO COBEPINAEMBIX HECAHKLIMOHUPOBAHHBIX CIUCAHUMN JEHEKHBIX
CPEICTB, OCYUIECTBISIEMbIX TMOKYNKax M T.M., TOCIE€ YEro MpocsIT Ha3BaTh
KOH(QUICHIMAIBHBIE CBEACHUS C LEJIbI0 MPECEUYECHUS BO3MOXKHOTO COBEpPIICHUS
npectymiaeHus. ['paxaane, noBepsis NMOJYy4YeHHOW HH(OpManuu, skeinas 00e30MacuTh
CBOM JICHE)XHBIE CPEJICTBA OT MPECTYMHBIX MOCATATEIBCTB, COOOIIAIOT 3aIPaLINBAEMYIO
nH(pOpMaIUIo, B PE3yJbTATE YETO 3JOYMBINUICHHUKU MOXUIIAIOT MPUHAMJIEKAIIUE UM
JIEHEXHBIE CPEACTBA.

- «hapMUHI» - TpoLeypa CKPHITOrO HaNpaBJIeHUs Ha JOXHbIA [P-ampec, To
€CThb HampaBi€HHE TMOJb30BaTeNsI HAa (PUKTUBHBIM BeO-caliT, wYamie  BCEro
WCIIOJIBL3YEeMBIN JJIsl IPUOOpETEHUs TOBapoB M yciyr (ozon.ru, avito.ru, aliexpress.ru,
joom, biglion, kynuuaTop, Kaccup.py, OuaeTep, CaiThl 1Mo Mpoaa)xKe OUICTOB Ha /I U
aBUATPaHCIOPT U JIp.);

- «JIBOWMHAs TpaH3akUMs» (MpU OIJIaTe TOBApOB W YCIYr MPOAABEL
cooOmaer 00 omubKe, MNpeajaracT MOBTOPUTH OIEpaldio, a B JaJIbHEHIIeM
JI€HEKHBIE CPEICTBA CIUCHIBAIOTCS JBAXKIBI 10 KAXKAO0W U3 MPOBEAEHHBIX ONEpaLnii)

. «TPAIMUHrY (MaHUMYJSUUA C KapTPUAEPOM OAHKOMATOB, MO3BOJISIONINE
anb0 He BO3BpalllaTh KapTy BIAeINblly, JUOO CIUCHIBATH BCE JAHHBIE KapThl JJIs
JaNbHEHNIIIEero UX UCIIOIb30BAHUA).

1. OcHoBHBIE cXeMBblI TeJ1e()OHHOT0 MOILIEHHUYECTBA:




1. OO6maHn o Tenedony.
3BOHOK COTpYJIHWKAa OaHKa - KOT/Ia HEW3BECTHBIN NPEICTABISACTCS COTPYIHHKOM

CITY>KObI 0€30MacHOCTH KaKoro-imbo 0aHka v cood1aeT, 4to ¢ Barero

0aHKOBCKOTO CYe€Ta MPOUCXOAAT OIEpaIiy MO HECAHKIIMOHUPOBAHHOMY CITHUCAHUIO
JICHE)KHBIX CpPEJCTB, M B MLENAX OE30MacHOCTH cyeTa IMpenajaraeT MepeBecTH
cOepekeHns Ha «pe3epBHBIN» WK «Oe3omacHb» cueT. PacnpocTpaHeHsl ciydae
coobmenuss mHpopmaruu o0 odopmieHnn Ha Bac kpemuta W HEOOXOAMMOCTH
IPOWTH B TNPWIOKEHUHU OHJIAMH-baHka 1O OIpenenéHHON CChUIKE UISL  €T0
AHHYJIUPOBaHUS (BBINOJIHUTH UHBIC UHCTPYKIIMH).

3BOHOK COTPYAHUKA MPABOOXPAHUTEIbHBIX OpPraHoOB - KOTJIa HEU3BECTHBIN

MIPEACTABISICTCS. COTPYAHUKOM TIOJIUIIMM, CIAEAOBATEIeM W T.I. W COOOIIAET, YTO
MPOBOAMUTCS CIEIoNepalys M0 MOMMKE MOIICHHHUKOB M JJI 3TOr0 HEOOXOJIMMO
MEPEBECTH JICHBIU Ha «CIIEUANBHBINY cdeT. [Ipu a3ToM TpebyeT He 3BOHUTH B OaHK,
TaK KaK COTPYJIHUKH OaHKa 3a0HO C MOIIICHHUKAMH.

Bar ponctBeHHUK, 1100 OJIM3KUI YeTOBEK IMomnal B 6eny (HarpuMep, MaIllunHON cOMT

YeloBeKa WJIM OOBUHAETCS B COBEPUICHUMM NPECTYIUIEHUS), U 3a7epKaH
COTPYJHUKAMU IMOJIMLIMK, W HEU3BECTHBIM COOOLIAeT, 4YTO M5 OCBOOOXKICHUS
HEO0OXOJMMO TEPEBECTH Ha CYET JEHEXHBbIE CPEICTBA JIMOO ISl TPUMHUPEHHS C
MOCTPAJaBIINM, JIMOO B KAauyecTBE B3ATKH COTPYAHHUKAM MOJMLIHUUA. B03MOXXHBI
BAPUAHTHI, NP KOTOPBIX B PAa3rOBOPE MOXKET MPUHATH Y4aCTHE SKOOBI COTPYIHMK
MOJIMIIUH, KOTOPBI OyeT MOATBEPKAaTh CKa3aHHOE.

BAYKHO: D710 3BOHAT MOIIEHHUKH (HECMOTPS Ha TO, YTOONPEICTUBIIUINCS HA
TeneoHE HOMEpP MOXKET COOTBETCTBOBATH HOMeEpy TenedoHa OaHka WU
MIPABOOXPAHUTENBHBIX OPraHoB, 3a4acTyr0 — MockoBckoro peruona (499, 495... u
T.J.), TaK KaK MPHU MOMOIIU CHEHHAIbHBIX YCTPONCTB MOIUIEHHUKH MEHSIOT HOMEpA
Ha a0COJIIOTHO JIF000M HOMEp — TaK Ha3blBaeMbl€ MOJMEHHBIE HOMEpPA), COTPYIHUKU
0aHKOB HUKOI/Ia HE 3BOHST CBOMM KJIMEHTaM, U TeM 0oJiee, HUKOT/Aa HE TpeOyroT
MEPEBOIUTh C JIMYHOIO cuyera JeHbru. lIpencraBurenu npaBOOXpaHUTEIBHBIX
OpraHoOB MOTYT 3BOHUTH TOJBKO JJISI BHI30BAa B MOMEUICHUS MMPABOOXPAHUTEIbHBIX
OpraHOB C II€JIbI0 TOJY4YeHHUs] OOBSICHEHWM, HCTpeOOBaHUS JOKYMEHTOB IIO
HaxOJALIMMCS B IPOU3BOJICTBE YTOJIOBHBIM JI€JIaM U MaTepuaiaM MpoBEPOK.

[Ipu mocTymiieHuu Takoro 3BOHKA HEOOXOJIMMO MpepBaTh Pa3roBOpP U MEPE3BOHUTH
TOMY, O KOM HJIET peyb, JINOO B YKa3aHHBIN rOCY/IapCTBEHHBIN OpraH WIMKPEIUTHYIO
OpraHM3alMIo IJIs IepernpoBepKU HH(GOPMALUK.

2. O0MaH npu NMoKyInke (Mpojaske) ToBapa Ha MHTEPHET calTax.




[Ipepgormiata 3a HECYIIECTBYKOIIMK TOBAp - HogacTcsa OOBSABICHHE Ha

BOCTPEOOBAHHBIA TOBAap C NPUBJICKATEIbHOW I[EHOW (HUKE PBIHOYHOW) C
NPUJIOKEHUEM HeHacTosimux (Qotorpaduit. B xonme oOmeHus «mpojaBemy
YKJIOHSIETCS OT BCTPEYM BBHUJAY JKUTEHCKUX MNPUYUH (HET BPEMEHH, 3aHITOCTH
Ha  paboTe, YHAJIEHHOCTb pACIOJOXKEHHUs) W MpeularaeT OIUIaTUTh TOBap
OC3HATMYHBIM TUIATEKOM C TapaHTUPOBAHHOW TMOCIEAYIOMIEH JTOCTAaBKOW depes
Kypbepa, HO TIOCJIE MOJIYYEHUs ACHET, IPOIaBEell- MOILIEHHUK NIEPECTAET BBIXOIUTh Ha
CBS3b.

Onnara MyJsbka [0 IIOYTE HAJOKECHHBIM IUIATEKOM - 3JI0YMBIIUICHHUK

IIBITAIOTCSl BHAYAJE 3aII0Y4YUTh IIPEAOIUIATY HAa JTOBEPHUM, €CIU HE IOJy4aeTcs, TO
MPEJIararoT MOJIYYNTh 3aKa3 Ha IO0YTe, a IIOTOM PaCIUIaTUThCS. TO €CTh Ha IOoYTe
nepen BblAAYed 3aKa3a BO3bMYT JEHBIM B Pa3MEpe €ro CTOMMOCTH, a MOKYIAaTEellb
BCKPBIB YIIAKOBKY, BUAUT NOAAEIKY WU MYJISIK.

[Tokynarenb cnpammBaeT Homep kKaptel W koa un3 CMC - mo Bamemy

OOBSBIICHUIO O TMpOJaKe ToBapa B HWHTEpHETe BaM MMO3BOHWUI TOKyMaTellb U
MOMPOCHJI  COOOIIUTh PEKBU3UTHI OAHKOBCKOW KapThl (MPEIBapUTEILHO BBISICHUB
HOMep TenedoHAa K KOTOPOMY IMpHBsI3aHA KapTa) M CMC-KOJ, YTOOBI IEPEBECTH
JIEHbIY, SIKOOBI 9TO HYXKHO i OaHKOBCKOro ImepeBojga. Ha camom nene 3To
MOIIICHHHUK, KOTOPBIM MBITAETCS BOMTH B JTUYHBIA KaOWHET OHJIAWH-0aHKa U CIUCATh
BCE JIEHBI'M C Bamero cuera.

BAXHO: OmnnauuBaiiTe TOBap TOJBKO IOCIE €ro NOJYYEHUS U NPOBEPKU U HE
OTMpaBIIWTEe JCHBI'M B KadecTBe 3ajora (3amaTtka). [ns mepeBoja JIEHEKHBIX
CPEACTB I0CTaTOYHO HOMepa TeseoHa U APYroul JOMOJIHUTEIbHOU HHPOpMALINKU HE
TpedyeTcs.

3. TesiepoHHBIE BUPYCHI.

OdeHp YacTo HCIHONB3yeTcs (opmMa MOLIEHHHMYECTBA C HCIOJIB30BAHUEM
tenedoHHBIX BUpycoB. Ha Tenedon aboHeHTa MPUXOAUT COOOIIECHUE CIIETYIOIIETO
Buna: «Bam mpunuio MMS-cooOmienue. JIjist osrydeHusl TPOUIUTE MO CCHUIKE...».
[Ipu mepexome Mo yka3aHHOMY aApecy Ha TeledOH CKAuWBaeTCs BHPYC U
MPOUCXOIUT CIIUCAHUE IEHEKHBIX CPEICTB C BAIIEro cyUeTa.

Hpyro#t Bua MOIIEHHUYECTBA BBITISIUT Tak. [Ipu 3akaze kakoit-nubo yciayru
gyepe3 sK0Obl MOOMJIBHOTO OTepaTopa WM MPU CKAaYMBAaHUU MOOMJIHBHOTO KOHTEHTA
aOOHEHTY TPUXOAUT TMpeaynpexaeHue Buma: «Bsl cobupaerech OTHPaBHUTH
COOOIlIeHuE Ha KOPOTKUH HOMEp ..., JAJI1 MOATBEPXKICHHS ONEpaluy, OTIPaBbTE
coobuienue ¢ udpoii 1, ayisg ormens! ¢ udpoit O». Ilpu oTnpaBke NOATBEPKACHUS,
co cueta aOOHEHTa CMHCHIBAIOTCS JECHEXKHBIE CPEACTBA. MOIIEHHUKH HCHOJIb3YIOT




CIIELMAJIBHBIE IIPOrpaMMBbl, KOTOpPBIE IO3BOJSAIOT aBTOMATUYECKU I'E€HEPUPOBATH
ThICSIUM Takux cooOmiennii. Cpa3y mocie nepeBoja JeHer Ha (alblIuBBIl CUET OHU
CHUMAIOTCS C TeJIe(oHa.

BAYKHO: He cienyer 3BOHUTH 1O HOMEPY, C KOTOPOTo OTmpaBieH SMS — BroJiHe
BO3MOJKHO, YTO B 3TOM ciydae ¢ Bamrero temedona Oyaer aBTOMaTHYECKH CHSTA
KpyIHasi CyMMa | IMePEeXO0IUTh 10 COMHUTEIBLHBIM CChITKAM.

4. OmuGO0YHbINi NepeBo/I CPEACTB.

AbGonenTy noctynaer SMS-coo01ieHre 0 NOCTYIUIEHHH CPEACTB Ha €ro CYer,
NEPEBEICHHBIX C MOMOIIBIO ycinyru «MoOunbHbIN nepeBon». Cpa3y mocie 3Toro
MOCTYIAET 3BOHOK M MY>KUMHA (MJIM >KEHILIHWHA) COOOLIAeT, YTO OMMOOYHO MepeBen
J€HbIU HA €ro CYET, IIPU 3TOM IPOCUT BEPHYTh UX 0OpaTHO TeM ke «MoOUIbHBIM
nepeBoioM». B 1elCTBUTENBHOCTH AEHBIM HE MOCTYIAIOT Ha TelIe(POH, a YEIOBEK
NEPEBOJUT CBOU COOCTBEHHBIE cpeacTBa. Eciiv MO3BOHUTH 1O yKa3aHHOMY HOMeEpY,
OH MOXET OBbITh BHE 30HBI JOCTyna. KpoMme TOro, CymecTBylOT TaKue HOMEpa, MpHu
OCYILIECTBJICHUH BBI30BA HA KOTOPbIE C T€JIE(POHA CHUMAIOTCS BCE CPECTBA.
BAXXHO: Ecau Bac npocsaT nepeBecTH sIKOObl OMIMOOYHO MEPEBEICHHYI0 CYMMY,
HAIlOMHUTE, YTO JUIsl 3TOTO MCHoJb3yerca 4eK. OTroBOpka, 4To «4eK IOTEpsH»,
CKOpEE BCEro, CBUAETEIBCTBYET O TOM, YTO ¢ Bamu 001maercss MOIIEHHUK.

MOIEHHNUYECTBA C BAHKOBCKNUMMUW KAPTAMMU

baHkoBCKas KapTa — 3TO MHCTPYMEHT JUIsl COBEPLUEHHUS IIIATEXKEN U TOCTYIIA K
HaJMYHBIM CpPEACTBAM Ha cu€re, He TPeOyIOLuUi Uil 3TOro npucyTcTBus B 6anke. Ho
IIPOCTOTA HCIIOJIb30BaHUS OaHKOBCKMX KapT OCTaBIIIET MHOXKECTBO Ja3eeK st
MOIIEHHHUKOB.

[Ipy mpoBeneHun omnepauvii € KapTOM MOJIB3YMTECh TOJBKO TEMHU
OaHKOMaTaMH, KOTOPBIE PACIOJIOKEHbI B 0E€30MacCHBIX MecTax U O00OpYAOBaHbI
CUCTEMOM BHIECOHAOIIOACHHUS M OXpPaHOH: B TOCYAApCTBEHHBIX YUPEKICHUSX,
0aHKax, KPYIHbBIX TOPTOBBIX LIEHTPaX U T.A.

Cogepiiiasi onepanuu ¢ MIacCTUKOBOW KapTo, clieAuTe, YTOOBI pAIoM He ObLIO
noctopoHHux Jonei. Habupas [IMH-kon, mnpukpbiBaiiTe KIaBUATypy pYKOM.
PexkBu3utel u mobasi mpoyass uHGOpMaILUs O TOM, CKOJBKO CpeAcTB Bbl cHsiM u
Kakue nu@pbl BBOAWIM B 0AHKOMAT, MOTYT OBITh UCIIOJIb30BaHbl MOIIIECHHUKAMH.

OOpamiaiiTe BHUMaHHE Ha KapTONPUEMHHUK W KiaBuaTypy Oankomara. Ecmu
OHU OOOpYyNOBaHbl KAaKUMHU-THOO JONOJHUTENBHBIMU YCTPOWCTBAMU, TO OT
MCIOJIb30BaHUs TaHHOTO OaHKOMaTa JIydllle BO3JEP>KAaThCS U COOOIIUTH O CBOUX




MOJIO3PEHUSAX M0 YKa3aHHOMY Ha HEM TeJIeOoHy.
B cinyyae HeKOppeKTHOW paOOThl OaHKOMAaTa — €CJIM OH JOJITO€ BPEMSI HAXOAUTCS B
peXKUME OKUJIAHUS UM CaMOIIPOU3BOJIBHO Tepe3arpyx aeTcs —

OTKaXHUTCCh OT €ro MuCIoJb30BaHusA. Bemnuka BCPOATHOCTL TOI'0, HYTO
OHIICPCIIPOrpaMMHPOBAaH 3JIOYMBINIJICHHUKAMU.

Kak o0e30macurpb ced0st OT MOIIEHHUKOB:

1. Tlposepsiite MH(pOpPMAIUIO, TOJYYCHHYIO B XOJ€ TEIEPOHHOIO pa3roBopa U
MHTEPHET MEPENUCKU C HEU3BECTHBIMU (OHU MOTYT MPEACTABIATHCS COTPYIHUKAMU
MIPaBOOXPAHUTENIbHBIX OPraHOB, IPEACTABUTESIMU KPEIUTHBIX OpraHu3alui).

2. YcraHOBUTh Ha TelepoH (KOMIBIOTEP) COBPEMEHHOE JIMIICH3UPOBAHHOE
AHTUBHUPYCHOE MTPOTrPaMMHOE 00ECIICUEHHE.

3. He ycranaBnuBaiiTe u He coxpaHsiTe 0€3 MpeABAPUTEILHON MPOBEPKU
AHTUBUPYCHOU MpOrpaMMoi (pailyibl, MOJyYEHHbIE W3 HEHAJEKHBIX HCTOYHUKOB:
CKaUaHHbIE C HEU3BECTHBIX CaWTOB, IIPUCIAHHBIC II0 AJIEKTPOHHOM IIOYTE
(momo3puTenbHbIC (PalIbl JIydIlle Cpa3y YIaamsTh).

4. MHcnonw3yiTe napoiu, He CBsI3aHHbIE ¢ Bamumu nepcoHanbHbIMUA JAHHBIMHU.

5. Hu nmpu xakux oOCTOATENBCTBAX HE COOOIIANWTE PEKBU3UTHI CBOMX OAHKOBCKHUX
cueToB(KapT), MAPOJIH U APYTYIO MEPCOHATBHYIO HH(POPMAIIHIO.

6. IlocTaBbTe IMMUT Ha CyMMY CIIICAHWI WJIM MIEPEBOJIA B INYHOM KaOWHETe OaHKa.
7. 1lo BcemM BO3HUKAIOUIMM BONpocaM oOpamiarbcs B OaHK, BbIIABIINN KapTy.

8. He BBIMONHATHP HUKAKUX CPOYHBIX 3aMpPOCOB K ACHCTBHIO, B TOM YHCIE TIO
YCTAaHOBKEKAKHUX Obl TO HU ObLIO IPHUIIOKEHUIA.

9. He mepexoauth HU MO KaKUM CCHUIKaM, KOTOPBIE MPUXOAAT HA €-mail uin 1o
SMS.

10. OOpamaTte Ha Bce cooOmIeHHUs OT OaHKa (HAampuUMep, €CIM OHHM COJIEpKaT
rpaMMaTUYeCKue OMIMOKH).

11. He mepe3BaHMBaTh 110 HOMEPaM, KOTOPbIe IPUXOAAT Ha e-mail niu mo SMS.
12. IlepemnpoBepsiiTe MOIJIMHHOCTD MHTEPHET-CAUTOB, HA KOTOPBIX OCYIIECTBIISIETE
3aKa3ToBapa.

bynwsTe 6nutensHb!!




