HNupopmanuoHHbIe MaTEPHAJIbI
1o NPopUJIaAKTHKE NPECTYIJICHU, COBEPIIEHHbIX C
HCIO0JIb30BAHMEMHUH(POPMALMOHHO-TEJIEKOMMYHHKAIMOHHBIX
TEXHOJIOTUH

K nambonee pacnpocTpaHEHHBIM BHJAM JAMCTAHIIMOHHBIX MOIICHHUYECTB,
coBepiieHHBIX Ha Tepputopun T. Caskt-lIlerepbypra u JleHuHrpaackoir obnactw,
OTHOCSITCSL:

- «pUImMHT» — BUJ JUCTAHIIMOHHOTO MOIIEHHUYECTBA, MPU COBEPIICHUU
KOTOPOTO 3JIOYMBIIUICHHUKH (B XoAe Tene(OHHOTO0 pasroBopa, IOCPEACTBOM
HaIpaBJCHUSI JJICKTPOHHOIO TMHChbMA WM CMC-COOOIIEHUS) TOJYYaroT JIMYHbIC
KOH(UICHINATbHBIE JaHHbIE 0 0AaHKOBCKOW KapTe, HOMEpE cueTa, JIOTUHBI U Mapoiu
Ul BXOJa B UHTEpHET-0aHK, a TakKe Mapoiau Oe30MacHOCTH, MO3BOJIIOINE
MPOM3BECTH CIIMCAHUE HAXOMSIIMXCS Ha OaHKOBCKOW KapTe JACHEKHBIX CpPEICTB.
XKepTBaMu yka3aHHOTO BHJa MOIICHHHUYECTBA 3a4acTYIO CTAHOBSATCS HE3aIUIICHHBIC,
ManooOpa3oBaHHBIC, JOBEpUMBBIC CJIOM HaceleHus. [IpeacTaBissich 3a4acTyro
COTPYIHUKAMU KPEIUTHBIX OpraHu3aluid, TMPECTyMHUKA BBOAIT B 3a0yKIEeHUE
rpaXXaH OTHOCUTEJIBHO COBEPIIAEMBIX HECAHKIIMOHUPOBAHHBIX CIUCAHHUH JIEHEKHBIX
CPEICTB, OCYIIECTBIIIEMbIX IOKyNKax W T.[., IOCI€ Yero MpocAT Ha3BaTh
KOH(UICHIIMATBHBIE CBEACHHUS C LEJbI0 TMPECEUYCHHUS BO3MOXKHOTO COBEPIICHUS
npectymieHus. ['paxkaaHe, noBepss MOJy4eHHOM MH(opmanmu, xenas 00€30IacHUTh
CBOM JICHE)KHBIE CPEJICTBA OT MPECTYMHBIX MOCATATETHCTB, COOOMIAIOT 3aIPAITNBAEMYIO
uH(pOpMaIMIo, B PE3YJIbTATEe YETO 3JI0YMBINUICHHUKN TMOXUIIAIOT MPUHAAJICKAIIUE UM
JCHEe)KHBIE CPE/ICTRA.

- «papMuHT» - TPOIEAYpa CKPHITOTO HaIpaBieHUs Ha JOXHBIM [P-aapec, To
€CTh HampaBleHHE TIOJIb30BATENsI HAa (PUKTUBHBIM BeO-caliT, damie  BCETro
MCIIOJIb3YEMBIN A1 TPUOOpETEeHUsl TOBapoB U ycayr (ozon.ru, avito.ru, aliexpress.ru,
joom, biglion, kynuHarop, Kaccup.py, OUIETEp, CAUTHI IO MPOJaXke OMIICTOB HA /I |
aBUATPAHCIIOPT U Jp.);

- «IBOMHAs TpaH3akius» (MpU OIJIaTe TOBAapOB U YCIYT TPOAABeIl
coobmraer 00 ommuOKe, MpejiaraeT MOBTOPUTH OMEpaIfio, a B JajdbHEHIIeM
JICHEe)KHBIE CPEICTBA CITMCHIBAIOTCS IBAXKIBI MO KAKIOU M3 MPOBEICHHBIX OTMEPAIIHii)

- «TpaNMuHry (MaHUMYJSIUA C KapTPUAEpOM OAHKOMATOB, MO3BOJISIONINE
nnb0 HEe BO3BpallaTh KapTy BIAAENbIly, JTUOO CIUCHIBATh BCE JAaHHBIC KapThl IS
JaJIbHEHIIIET0 UX UCTIOIb30BAHMUS).

1. OcHoBHBIE cXeMBblI TeJ1e()OHHOT0 MOILIEHHUYECTBA:




1. OO6maHn o Tenedony.
3BOHOK COTpYyJIHHKAa OaHKa - KOT/Ia HEW3BECTHBIN NPEICTABISACTCS COTPYIHUKOM

CITY’>KObI 0€30MacHOCTH KaKoro-imbo 0aHka M coodIaeT, 4to ¢ Barero

0aHKOBCKOT'O CYe€Ta MPOUCXOAAT OIEpaIiy MO HECAaHKIIMOHUPOBAHHOMY CITHUCAHUIO
JNEHEXKHBIX CpPEICTB, M B MEIIX O€30MacHOCTH CYeTa MpeJularaeT NepeBECTH
cOepekeHns Ha «pe3epBHBIN» WK «Oe3omacHb» cueT. PacnpocTpaHeHsl ciydae
coobmenuss mHbopMmamuu o0 odopmieHurn Ha Bac kpemura W HEOOXOAMMOCTH
IPOWTH B TPWIIOKEHUHU OHJIAMH-baHka 1O OINpenenéHHON CChUIKE UISL  €T0
AHHYJIUPOBaHUS (BBINOJIHUTH UHBIC UHCTPYKIIMH).

3BOHOK COTPYAHUKA MPABOOXPAHUTEIbHBIX OpPraHoOB - KOTJIa HEU3BECTHBIN

MIPEACTABISICTCS. COTPYAHUKOM TIOJIUIIMM, CIIEJOBATeIeM W T.JI. W COOOIIAeT, YTO
MPOBOAMUTCS CIEIoNepalys M0 MOMMKE MOIIEHHHUKOB M JIJII 3TOr0 HEOOXOJIMMO
MEPEBECTH JICHBIU Ha «CIIEIUANBbHBINY cdeT. [Ipu 3ToM TpedyeT He 3BOHUTH B OaHK,
TaK KaK COTPYJIHUKH OaHKa 3a0HO C MOIIICHHUKAMH.

Bar ponctBeHHUK, 1100 OJIM3KUI YEIOBEK IMomal B 6eny (HarpuMep, MaIllinHON cOMT

YeloBeKa WJIM OOBUHAETCS B COBEPUICHUMM NPECTYIUIEHUS), U 3a7epKaH
COTPYJHUKAaMU IMOJIMLIMK, W HEU3BECTHBIM COOOLIAeT, 4YTO A OCBOOOXKICHUS
HEO0OXOJMMO TEPEBECTH Ha CYET JEHEXHBbIE CPEICTBA JHOO JUIsi NPUMHUPEHHS C
MOCTPAJaBIINM, JIMOO B KAauyecTBE B3ATKH COTPYAHHUKAM MOJMLIHUUA. B03MOXXHBI
BAPUAHTHI, NP KOTOPBIX B PAa3rOBOPE MOXKET MPUHATH Y4aCTHE SKOOBI COTPYIHMK
MOJIMIIUH, KOTOPBI OyeT MOATBEPKAaTh CKa3aHHOE.

BAYKHO: 3710 3BOHAT MOIIICHHUKH (HECMOTPS Ha TO, YTOONPEICTUBIIUICS HA
TeneoHE HOMEpP MOXKET COOTBETCTBOBATH HOMeEpy TenedoHa OaHka WU
MIPABOOXPAHUTENBHBIX OPraHoB, 3a4acTyr0 — MockoBckoro peruona (499, 495... u
T.J.), TaK KaK MPHU MOMOIIU CHEHHAIbHBIX YCTPONCTB MOIIEHHUKH MEHSIOT HOMEPA
Ha a0COJIIOTHO JIF000M HOMEp — TaK Ha3blBaeMbl€ MOJMEHHBIE HOMEpPA), COTPYIHUKU
0aHKOB HUKOI/Ia HE 3BOHST CBOMM KJIMEHTaM, U TeM 0oJiee, HUKOT/Aa HE TpeOyroT
MEPEBOIUTh C JIMYHOIO cuyeTra JeHbru. llpencraBurenu NpaBOOXpaHUTEIBHBIX
OpraHoB MOTYT 3BOHUTH TOJBKO JJISI BbI30Ba B MOMEUICHUSI MPABOOXPAHUTEIbHBIX
OPraHOB C IEJNbI0 TOJY4YEHUs] OOBSICHEHHM, HCTpPeOOBaHUS JOKYMEHTOB IIO
HaxOJIALIMMCS B IPOU3BOJICTBE YTOJIOBHBIM JIEJIaM U MaTepuaiaM MpoBEPOK.

[Ipu mocTymiieHuu Takoro 3BOHKA HEOOXOJIMMO MpepBaTh Pa3roBOpP U MEPE3BOHUTH
TOMY, O KOM HJIET peyb, JINOO B YKa3aHHBIN rOCY/IapCTBEHHBIN OpraH WIMKPEIUTHYIO
OpraHM3alMIo IJIs IepernpoBepKU HH(GOPMALUK.

2. O0MaH npu NMoKyInke (Mpo/jaske) ToBapa Ha HHTEPHET calTax.




[Ipepgormiata 3a HECYIIECTBYKOIIMK TOBAp - HogacTcsa OOBSBICHHE Ha

BOCTPEOOBAHHBI TOBAap C NPUBJIEKATEIbHOW II€HOW (HHUYKE PBIHOYHOW) C
NPUJIOKEHUEM HeHacTosimux (Qotorpaduit. B xonme oOmeHus «mpojaBemy
YKJIOHSIETCS OT BCTPEYM BBHUJAY MXUTEHCKUX MNPUYUH (HET BPEMEHH, 3aHITOCTH
Ha  paboTe, YIAJIEHHOCTb pACIOJOXKEHHUS) U MpeasiaraeT OIUIaTUTh TOBap
OC3HATMYHBIM TUIATEKOM C TapaHTUPOBAHHOW TMOCIEAYIOMICH JTOCTAaBKOW depes
Kypbepa, HO TIOCJI€ MOJIYYEHUs ACHET, IPOIaBEll- MOIIEHHUK NIEPECTAET BBIXOIUTh Ha
CBS3b.

Onynara MyJsbka [0 IIOYTE HAJOKECHHBIM IUIATEKOM - 3JI0YMBIIUICHHUK

IIBITAIOTCSl BHAYAJE 3aII0Y4YUTh IIPEAOIUIATY HAa JTOBEPHUM, €CIU HE IOJy4aeTcs, TO
MpEUIararoT NOJYYUTh 3aKa3 Ha I04Te, a MOTOM pacIuIaTUThes. To ecTh Ha moure
nepen BblAAYed 3aKa3a BO3bMYT JEHBIM B Pa3MEpe €ro CTOMMOCTH, a MOKYIAaTEellb
BCKPBIB YIIAKOBKY, BUAUT NOAAEIKY WU MYJISIK.

[Tokynarenb cnpammBaeT Homep kKaptel W koa un3 CMC - mo Bamemy

OOBSBIICHUIO O TMpOJaKe ToBapa B HWHTEpHETe BaM MMO3BOHWUI TOKyMaTellb U
MOMPOCHJI COOOIIUTh PEKBU3UTHI OAHKOBCKOW KapThl (MPEIBapHUTEILHO BBISICHUB
HOMep TenedoHAa K KOTOPOMY MpHBs3aHa KapTa) M CMC-KOJ, YTOOBI IEpPEBECTH
JIEHbIY, SIKOOBI 3TO HYXKHO Jis OaHKOBCKOro rmnepeBojga. Ha camom gnene 3To
MOIIICHHHUK, KOTOPBIM MBITAETCS BOMTH B JTUYHBIA KaOWHET OHJIAWH-0aHKa U CIUCATh
BCE JIEHBI'M C Bamero cuera.

BAXHO: OmnnauuBaiiTe TOBap TOJBKO IOCIE €ro NOJYYEHUS W TIPOBEPKU U HE
OTMpaBIIATE JCHBI'M B KadecTBe 3ajora (3amaTtka). [ns mepeBoja JIEHEKHBIX
CPEACTB I0CTaTOYHO HOMepa TeseoHa U APYroul JOMOJIHUTEIbHOU HHPOpMALINKU HE
TpedyeTcs.

3. TesiepoHHBIE BUPYCHI.

OdeHp YacTo HCIHONB3yeTcs (opmMa MOLIEHHHMYECTBA C HCIOJIB30BAHUEM
tenedoHHBIX BUpycoB. Ha Tenedon aboHEeHTa MPUXOAUT COOOIIEHUE CIIEIYIOUIErO
Buna: «Bam mpunuio MMS-cooOmienue. JIjist mosrydeHusl TPOUIUTE MO CCHUIKE...».
[Ipu mepexome Mo yka3aHHOMY aApecy Ha TeledOH CKAuWBaeTCs BHPYC U
MPOUCXOIUT CIIUCAHUE IEHEKHBIX CPEICTB C BAIIETO CUeTa.

Hpyro#t Bua MOIIEHHUYECTBA BBITISIUT Tak. [Ipu 3akaze kakoit-nmubo yciayru
gyepe3 sK0Obl MOOMJIBHOTO OTepaTopa WM MPU CKAaYMBAaHUU MOOMJIHBHOTO KOHTEHTA
aOOHEHTY TPUXOOUT TpeaynpexacHue Bumga: «Bbpl coOupaeTech OTHpaBUTH
COOOIIeHNE Ha KOPOTKHM HOMED ..., JJIA TOATBEPXKIACHUS OIEepaluu, OTIPaBHTE
coobuienue ¢ udpoii 1, ayisg ormens! ¢ udpoit O». I[lpu oTrnpaBke NOATBEPKACHUS,
co cueta abOHEHTa CIHCHIBAIOTCS JEHEXKHBIE CPEACTBA. MOIICHHUKH HCHOJIb3YIOT




CIIELMAJIBHBIE IIPOrpaMMBbl, KOTOpPBIE IO3BOJSAIOT aBTOMATUYECKU I'E€HEPUPOBATH
ThICSIUM Takux cooOmienuii. Cpa3y mocie nepeBoja JeHer Ha (alblIuBbIil CUET OHU
CHUMAIOTCS C TeJIe(oHa.

BAYKHO: He cienyer 3BOHUTH 1O HOMEPY, C KOTOPOTo OTmpaBieH SMS — BroJiHe
BO3MOJKHO, YTO B 3TOM ciydae ¢ Bamrero temedona Oyaer aBTOMaTHYECKH CHSTA
KpyIHasi CyMMa | IMePEeXO0IUTh 10 COMHUTEIBLHBIM CChITKAM.

4. OmuGO0YHbINi NepeBo/I CPEACTB.

AOGoneHnTy noctynaer SMS-coo01ieHre 0 NOCTYIUIEHHH CPEACTB Ha €ro CYeT,
NEPEBEICHHBIX C MOMOIIBIO ycinyru «MoOunbHbIN nepeBon». Cpa3y mocie 3Toro
MOCTYIAET 3BOHOK M MY>KUMHA (MJIM >KEHILIHWHA) COOOLIAeT, YTO OMMOOYHO MepeBen
J€HbIU HA €ro CYET, IIPU 3TOM IPOCUT BEPHYTh UX 0OpaTHO TeM ke «MoOUIbHBIM
nepeBojoM». B MEeHCTBUTENLHOCTH JEHBIYM HE MOCTYMAIOT Ha TelIe(OH, a YEIOBEK
NEPEBOJUT CBOU COOCTBEHHBIE cpeacTBa. Eciiv MO3BOHUTH 1O yKa3aHHOMY HOMeEpY,
OHMOET OBITh BHE 30HBI JocTyma. KpoMe TOro, CymecTBYIOT Takue HOMeEpa, MpH
OCYILIECTBJICHUH BBI30BA HA KOTOPbIE C T€JIE(POHA CHUMAIOTCS BCE CPECTBA.
BAXXHO: Ecau Bac npocsaT nepeBecTH sIKOObl OMIMOOYHO MEPEBEICHHYI0 CYMMY,
HallOMHUTE, YTO I 3TOTO MCHOib3yeTcs 4ek. OTroBOpKa, YTO «YEK MOTEPSH»,
CKOpEE BCEro, CBUAETEIBCTBYET O TOM, YTO ¢ Bamu 001maercss MOIIEHHUK.

MOIEHHNUYECTBA C BAHKOBCKNUMMUW KAPTAMMU

baHkoOBCKast KapTa — 3TO MHCTPYMEHT U1l COBEPLUEHHUS IIIATEXKEN U JOCTYIIA K
HaJMYHBIM CpPEACTBAM Ha cu€re, He TPeOyIOLuUi Uil 3TOro npucyTcTBus B 6anke. Ho
IIPOCTOTA HCIIOJIb30BaHUS OaHKOBCKMX KapT OCTaBIIIET MHOXKECTBO Ja3eeK st
MOIIEHHHUKOB.

[Ipy mpoBeneHun omnepauvii € KapTOM MOJIB3YMTECh TOJBKO TEMHU
OaHKOMaTaMH, KOTOPBIE PACIOJIOKEHbI B 0E€30MAacCHBIX MecTax U O00OpYAOBaHbI
CUCTEMOM BHIECOHAOIIOACHHUS M OXpPaHOH: B TOCYAApCTBEHHBIX YUPEKICHUSX,
0aHKax, KPYIHbBIX TOPTOBBIX LIEHTPaX U T.A.

Cogepiiiasi onepanuu ¢ MIacCTUKOBOW KapTo, clieAuTe, YTOOBI pAIoM He ObLIO
noctopoHHux Jonaen. HaOupas [IMH-kon, mnpukpeiBaiiTe KiaBHAaTypy pYKOH.
PexkBu3utel u mobasi mpoyass uHGOpMALUs O TOM, CKOJBKO CpeicTB Bbl cHAmu u
Kakue nu@pbl BBOAWIM B 0AHKOMAT, MOTYT OBITh UCIIOJIb30BaHbl MOIIIECHHUKAMH.

OOpamiaiiTe BHUMaHHE Ha KapTONPUEMHHUK W KJaBuUaTypy OaHkomara. Ecmu
OHU OOOpYyNOBaHbl KAaKUMHU-THOO JONOJHUTENBHBIMU YCTPOWCTBAMU, TO OT
MCIOJIb30BaHUs TaHHOTO OaHKOMaTa JIydllle BO3JEP>KAaThCS U COOOIIUTH O CBOUX




MOJIO3PEHUSAX M0 YKa3aHHOMY Ha HEM TeJIeOoHy.
B cnyyae HeKOppeKTHOW paOOThl OaHKOMAaTa — €CJIM OH JOJITO€ BPEMSI HAXOAUTCS B
peXKUME OKUJAHUS UM CaMOIIPOU3BOJIBHO Tepe3arpyx aeTcs —

OTKaXHUTCCh OT €ro MuCIoJb30BaHusA. Bemnuka BCPOATHOCTL TOI'0, HYTO
OHIICPCIIPOrpaMMHPOBAaH 3JIOYMBINIJICHHUKAMU.

Kak o0e30macurp ced0st OT MOIIEHHUKOB:

1. Tlposepsiite MH(pOpPMAIUIO, TOJYYCHHYIO B XOJ€ TEIEPOHHOIO pa3roBopa U
UHTEPHET MEPENUCKU C HEM3BECTHBIMU (OHU MOTYT MPEACTABIATHCS COTPYIHUKAMU
MIPaBOOXPAHUTENIbHBIX OPraHOB, MPEACTABUTESIMU KPEIUTHBIX OpraHu3alui).

2. YcraHOBUTh Ha TelnepoH (KOMIBIOTEP) COBPEMEHHOE JIMIIEH3UPOBAHHOE
AHTUBHUPYCHOE MTPOTrPaMMHOE 00ECIICUEHHE.

3. He ycranaBnuBaiiTe u He coxpaHsiTe 0€3 MpeABAPUTEILHON MPOBEPKU
AHTUBUPYCHOU MpPOrpaMMoi (pailsibl, MOJyYEHHbIE W3 HEHAJECKHBIX HCTOYHUKOB:
CKaUaHHbIE C HEU3BECTHBIX CaWTOB, IIPUCIAHHBIC II0 AJIEKTPOHHOM IIOYTE
(momo3puTenbHbIC (PalIbl JIydIlle Cpa3y YIaamsTh).

4. MHcnonw3yiTe napoiu, He CBsI3aHHbIE ¢ Bammu nepcoHanbHbIMUA JAHHBIMHU.

5. Hu nmpu kakux oOCTOATENBCTBAX HE COOOIIANWTE PEKBU3UTHI CBOMX OAHKOBCKHUX
cueToB(KapT), MAPOJIH U APYTYIO MEPCOHATBHYIO HHPOPMAIIHIO.

6. IlocTaBbTe IMMUT Ha CyMMY CIICAHWI WJIM MIEPEBOJIA B INYHOM KaOWHETe OaHKa.
7. 1lo BcemM BO3HUKAIOUIMM BONpocaM oOpamiarbcs B OaHK, BbIIABIINN KapTy.

8. He BBIMONHATHP HUKAKUX CPOYHBIX 3aMpPOCOB K ACHCTBHIO, B TOM YHCIE TIO
YCTAaHOBKEKAKHUX Obl TO HU ObLIO IPHUIIOKEHUIA.

9. He mepexoauth HU MO KaKUM CCHUIKaM, KOTOPBIE MPUXOAAT HA €-mail uin 1o
SMS.

10. OOpamaTte Ha Bce cooOmIeHHUs OT OaHKa (HAampuUMep, €CIM OHHM COJIEpKaT
rpaMMaTUYeCKue OMIMOKH).

11. He mepe3BaHMBaTh IO HOMEPaM, KOTOPbIe IPUXOAAT Ha e-mail niu mo SMS.
12. IlepemnpoBepsiiTe MOJIMHHOCTh MHTEPHET-CAUTOB, HA KOTOPBIX OCYIIECTBIISIETE
3aKa3ToBapa.

bynwsTe 6nutensHb!!




