MWHUCTEPCTBO OEPA30BAHUA U HAYKW POCCUACKOW ®EQEPALINK
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MMCbMO
ot 14 mast 2018 r. N 08-1184

O HANPABJIEHUN UHO®OPMALIA

[enapTaMeHT rocygapCTBEHHON NONUTUKM B chepe obLero obpasosaHust MuHobpHayku Poccum
HanpaensieT Ansa ceBeaeHus paspaboTaHHble BpemeHHon komuccuen Coseta ®enepaumm no passutuio
NHOpMaLMOHHOro obLLecTBa METOANYECKNE PEKOMEHALIMMN O pasMeLLeHNM Ha MHAOPMaLIMOHHbIX
cTeHax, ouumnanbHbIX MHTEPHET-canTax u Apyrmx MHPOPMaLMOHHbBIX pecypcax
06LeobpasoBaTenbHbIX OpraH1M3aLuii 1 OpraHoB, OCYLLLECTBIISAOLLNX YNpaBneHue B cepe
obpa3zoBaHusi, Hopmaumm o 6eaonacHoM NoBegeHnn 1 Ucrnosb3oBaHun ceTn "VIHTepHeT".

OvpekTop [denaptameHTa
A.E.NETPOB

MpunoxeHuve

METOAWYECKMWE PEKOMEHOALIUN
O PASMELWWEHNN HA UH®OPMALIMOHHbLIX CTEHOAX, O®PULIUMATNBHbIX
MHTEPHET-CAUTAX U APYITUX NHO®OPMALIMOHHbIX PECYPCAX
OBLLUEOBPA30BATENbHbLIX OPFTAHU3ALIMA N OPTAHOB, OCYLLEECTBIAIOLLMX
YMNPABJIEHUE B C®PEPE OBPA30OBAHUA, UHOPOPMALIMKA O BE3OINMACHOM
NMOBEAEHUU U UCMNOJIb3OBAHUU CETU "HTEPHET"

Okcneptamun 1 uneHamm BpemeHHon kommnccnm Coeta Pepepaumm no pasBuTmMio MHPOPMAaLMOHHOMO
obuiecTBa B paMKax BbIMOSIHEHWSI pEKOMEHAALMNA NapfiaMeHTCKMX CnyLaHni "AkTyarnbHble BONpPOChI
obecneyeHns 6e30MacHOCTM 1 Pa3BUTUSA geTen B MHGOPMAaLMOHHOM MPOCTPaHCTBE", KOTOPbIE MPOLUNN B
CoBete ®epnepaumm 17 anpena 2017 r., 6einn paspaboTaHbl METOANYECKME PEKOMEHAALNN O
pa3meLLeHn Ha MHAOPMALIMOHHbIX CTeHAaX, oULManbHbIX MHTEPHET-CaNTax v Apyrux
NMHOPMaLIMOHHBIX pecypcax 00LeobpasoBaTeNnbHbIX OpraHn3aLmii U1 OpraHoB, OCYLLLECTBISHOLLMX
ynpaerneHue B chepe obpasoBaHms, MHpopmauumn o 6e3onacHoOM NoBEAEHNN Y UCMONb30BaHMN CETU
"MiHTepHeT" (manee - MeTogMyecKne pekomeHgauunn).

MeToaunyeckne pekoMeraaumn HanpaeneHbl Ha Ka4eCTBEHHOE MOBbILLIEHWE YPOBHS MHPOPMaLIMOHHOM
OeaTenbHOCTM 06l eobpa3zoBaTenbHbIX OpraHN3aLmii U OpraHoB, OCYLLECTBASOLWMX YNpaBrneHne B
cchepe 0b6pas3oBaHus, B YacT MHPOPMUPOBAHNS yHaLLNXCS, X POAUTENEN (3aKOHHbIX NpeacTaBuUTENEN)
N negarornyecknx paboTHMKoB 06 OCHOBHbLIX acnekTax MHGPOopMaLMOHHON 6e30MacHOCTMK.

MeToandeckne pekoMeHaaLmmn No3BonaT o6LLeobpa3oBaTenbHbIM OpraHU3aLusM 1 opraHam,
OCYLLECTBNSAOLLMM yrpaBrneHve B chepe 06pa3oBaHus, akTyanusnpoBaTth YXKe UCTomnb3yemMble U
pasmelleHHble MHOPMaLMOHHbIE MaTepuarbl, Tak U MOAroTOBUTL UX B Crlydae UX OTCYTCTBUSA C y4eTOM
NyYWMX NPaKTUK U peKoMeHaaLMA.

B pamkax MeTognyeckMx pekoMeHgauun paccMaTpuBaloTCcs crneayowmne NHCTPYMEHTI:

1. H(bOpPMaLMOHHbIE CTEHABI;

2. opmumarnbHble MHTEPHET-PECYPChl;

3. cpegcTBa MaccoBo MHbopMauun (LLKOMbHbIE ra3eThl, NeAarorMyeckne n3gadus n gpyrue).
MUHdopmaumnoHHbIe cTeHAbI

Ha nHgpopmMaLmMoHHbIX cTeHAax B 06LLeobpa3oBaTenbHbIX OpraHn3aLmsX, PacnoroXeHHbIX B howe
yupexneHun n B KabHeTax, OCHALLLEHHbIX NEPCOHAIbHLIMU YCTPOUCTBaMM ANSA BbIXOA4a B CETb
"MIHTepHeT", pekoMeHOyeTCs pa3MecTuTb MHPOPMAaLMOHHBIE NaMSITKW, CoAepXKallue OCHOBHbIE COBETHI
no obecneyeHno MHPOPMaLMOHHOM BE30MacHOCTH yHaLLMXCS.

B NPUITOXEeHNN N 1 K MmeTogn4ecknm pekoMeHaaunam npencraBieH 06p836Ll, NaMATKN ONA pasMelleHnd
Ha VIH(*)OpMaLI,VIOHHbIX cTeHaax.



CpeacTtBa MaccoBoW MHchopmaLmm

B cpeacrteax MaccoBou VIH(bOpMaLI,VIVI, OPUEHTUPOBAHHbIX Ha o6yqarou.|,wxc;|, pekoMeHOyeTCAa B Te4eHune
yqe6Horo roga perynapHo I'Iy6ﬂI/IKOBaTb I/IH(bOpMaLI,VIOHHbIe MaTtepuarsbl, MNOCBALLEHHbIE OTAENTbHbIM
acnekrtamMm VIHd)OpMaLlMOHHOVI ©e3onacHoOCTK, a Takke pa3nnyHble NaMATKN obuero Xapakrtepa.

B cpencTeax MaccoBoii MHOPMaLMK, OPUEHTUPOBAHHbIX Ha NEAAarornyeckyro obLLECTBEHHOCTb,
pekoMeHAyeTCsl B TeYEHVe KarieH4apHOro roda perynspHo ny6nvkoBatb MHPOpMaLoHHbIE MaTepuarnsi,
NOCBSILLIEHHbIE OTAENbHbIM acnekTam MHGOopPMaLMOHHON Ge30NacHOCTM Kak HECOBEPLLIEHHONETHUX, Tak U
06L1e06pa3oBaTenbHbIX OpraH13auuii, a Takke pasnmyHbie NaMsiTki, 0630pbl HOPMaTUBHO-NPABOBOrO
perynupoBaHusi 4aHHoW cdepbl U MHOPMALIMIO O aKTyarbHbIX MEPONPUSITUSIX U COBLITUSIX B JaHHOW

cchepe.

B xone npoBefeHust EguHoro ypoka no 6esonacHocTtu B ceTu "MIHTepHET" pekoMeHayeTcs obecneynTb
BbIMyCK TEMaTU4YECKOro BhiMycka CpeacTBa MaccoBol nHdopmMaummn nubo cepun nybnmkauumi, cpegm
KOTOPbIX pacCMOTPETbL OPraHN30BaHHbIE MEPOMPUATUS AN 00yYatoLWwmnXcs, UX poamTenen (3akoHHbIX
npeacraBuTenen) 1 negarornyeckon obLecTBEHHOCTY.

OdmumanbHble UHTepHeT-pecypcebl

O6LweobpasoBaTenbHbIM OpraH1M3aLusiM peKOMeHAYeTCs Ha CBOMX oduLmanbHbIX VIHTEpHET-pecypcax
obecnevnTb (PYHKLMOHMPOBAHNE CaMOCTOATENBHOMO U CneLmann3MpoBaHHOro pasaena
"MIHdbopmaumoHHasa 6e3onacHOCTL", B paMKkax KOTOPOro NpeayCcMoTpeTh pa3MeLLeHe cneayroLen
NHopMaLnK:

dopmar
npeacTaBneHns
N Pasgen/nogpasgen mMartepuanos CogepxaHne matepuanos
Pa3meLllatoTca KONMn JOKYMEHTOB, T.€. CKAHUPOBAHHbIN
JlokanbHble HOpMaTMBHbIE BapuaHT JOKYMEHTa, COOTBETCTBYHOLLMIA TpeboBaHMAM K
akTbl B cdhepe napameTpamM CkaHMpoBaHuA. Pa3melualTcs JOKYMEHTHI,
obecneyeHuns pernamMmeHTupyroLme opraHmsauunio n paboty ¢
NHopMaLMOHHON Konumn nepcoHasnbHbIMW AaHHLIMUW, MS1aHbI MEPOMPUATUA MO
©esonacHocTu [OKYMEHTOB B obecneyeHnto MHHopMaLMOHHOM 6e30MacHOCTH
1.06yvatoLmxcs dopmate *PDF  obGyuvarowmnxcs n gpyrume.
My6nnkyroTCa akTyanbHble CBeAeHUs1 O oegeparnbHbIX 1
pervoHanbHbIX 3aKoHax, NMMCbMax OpraHoB BnacTu U
Opyrve HoOpMaTMBHO-MPaBOBbIE JOKYMEHTbI,
pernameHTupyrome obecnevyeHme MHpOpPMaLMOHHON
©e3onacHOCTK HecoBepLUEHHONETHMX. [JonyckaeTcs
Konumn BMECTO KOMWIA pasmMeLlaTb rMnepcchbisikn Ha
HopmaTtusHoe OOKYMEHTOB B COOTBETCTBYHLLME JOKYMEHTbI Ha canlTax OpraHoB
2.perynupoBaHue ¢opmate *PDF  rocyaapcTBeHHON BnacTu.
TekcT Ha PaameluatoTcs MeTognyeckmue pekoMmeHgaumm u
CTpaHuLe canta YykasblBaeTcs MHGOPMaLKMs O MEPONPUATUSX, MPOEKTaX U
Konun nporpamMmmax, HarnpasieHHbIX Ha NOBbILLEHNE
Meparornyecknum OOKYMEHTOB B MH(OPMALMOHHON rPaMOTHOCTY NeJarormyeckmnx
3.paboTHUKaM dopmaTte *PDF  paboTHMKOB.
Pa3mellaeTca nHpopMaLMOHHAsA namMmsiTka (NpunoxeHune
N 2) n ykasbiBaeTcsa MHGpopMaumsi 0 MEPONPUATUSX,
TekcT Ha npoekTax v NnporpamMmmax, HanpasfieHHbIX Ha MOBbILLIEHNE
4.06yyvarowmmces CTpaHuLe canta MH(OPMaLVOHHOW FrPaMOTHOCTU OByYatoLLMXCA.
Pogutensm (3akoHHbIM
NpeacTaBUTENSAM) TekcT Ha PasmelyaeTtcs MHOpMaUMOHHas namsaTka (MpuoXxeHue
5.06y4atowwmxcs cTpaHuue canta N 3).
Pa3mellaetca nHgpopmaLmsa o pekoMeHayeMbIX K
[eTckne 6e3onacHble TekcT Ha MCMNONb30BaHM0 B y4ebHOM npouecce 6e3onacHbix
6.canThbl CTpaHuue canTa caunTax, 6aHHepbl 6e30MnacHbIX AETCKMX CalTOoB.

OpraHam, OcyLLEeCTBNALLIMM yrpaBreHne B cdepe 0bpasoBaHsi, pEKOMEHAYETCsl Ha CBOMX
oduumanbHbIX MIHTepHeT-pecypcax o6ecneuntb PyHKLUMOHMPOBaHME CaMOCTOSTENBHOIO U
crneuunanusnpoBaHHoro pasaerna "ViHpopMaunoHHas 6e30nacHoCTb", B pamMkax KOTOporo npeaycMoTpeTb
pa3MellieHrie creaytoLein MHopmaLuum:

MpunoxeHne N 1



NAMATKA ]
[NS OBYYAIOLLNXCSA OB MUHOOPMALIMOHHOW BE30MACHOCTM AETEM

HEJTb3A

1. BceM noapsag coobLaTth CBOK YacTHY MHpopMauuio (HacTosLwwme ums, damunumio, TenedoH, agpec,
HOMep LUKOSbI, a Takke hoTorpadum ceou, CBOeN CeEMbU 1 APY3eNn);

2. OTKprBaTb BITOXEHHbIE Cbalzﬂbl S.I'IeKTpOHHOIZ MOYThbIl, KOraa He 3Haelllb OTNnpaBUTENA;
3. rpy6VITb, npnonpaTbCA, OKa3blBaTb aBlieHUe - BECTU cebs1 HeBEXNUBO U arpeccumBHO;

4. He pacnopsikancs geHbramm TBoen ceMbl 6e3 paspeLleHns cTapLumx - Bceraa crnpatluvsai
poauTenen;

5. He BcTpeuaiica ¢ VIHTepHET-3HaKoMbIMW B pearnbHO KU3HM - MOCOBETYINCS CO B3POCTbIM, KOTOPOMY
JoBepseLlb.

OCTOPOXHO

1. He Bce nuwyT npasay. Yutaewb o cebe Henpaeay B MIHTepHeTe - coobLum 06 3TOM CBOMM poauTensm
UM onekyHam;

2. MNpuvrnawatoT nepenuncbiBaTbCs, UrpaTb, 0OMeHNBaTLCH - NPOBEPb, HET NN NOLBOXA;
3. HesakoHHOe konupoBaHue ¢arinos B VIHTEpHETE - BOPOBCTBO;
4. Bcerga pacckasbiBan B3pocCrbiM 0 Npobriemax B CETU - OHM BCeraa nomMmoryT;

5. Vicnonb3yn HacTponkn 6€30MacHOCTU 1 NPUBATHOCTU, YTOObI HE NOTEPSITb CBOM aKKayHTbl B COLICETSX
N Apyrux nopranax.

MOXHO

1. YBaxkan gpyrux nonb3oBaTenen;

2. MNonb3yelwbes IHTEPHET-UCTOYHUKOM — AeNal CChINIKY Ha HEro;

3. OTKpbIBal TONbKO TE CCbIIKKN, B KOTOPbLIX YBEPEH;

4. O6LaTbcsa 3a MOMOLLbI0 B3POCTbIM - POAMUTENM, ONEKYHbl U aAMUHUCTPALMA CanToB Bcerga NnoMoryT;

5. MNponagn obyyeHne Ha canTe "CeTeBMYOK" 1 NOMy4un nacnopT LUMpPOBOro rpaxkgaHmHal

MpunoxeHne N 2

NHO®OPMALIMOHHAA NMAMATKA
AnA OBYYAKOLIMXCA AnA PASMELLEHUA
HA O®ULINATIbHbIX UHTEPHET-PECYPCAX

C KaxxgbIM roaomM MOSOAEXN B MHTEPHETE CTAaHOBUTLCS OOIbLUE, a LWKOMbHUKMA OOHM U3 CaMbIX aKTUBHbIX
nons3osaTenen PyHeTta. Mexay Tem, NOMUMO OrPOMHOrO KOSMYeCTBa BO3MOXHOCTEN, UHTEPHET HeCeT U
npobnembl. 3Ta namsaTKa AOMMKHaA NOMOYb Tebe 6Ge3onacHO HaxoauTbCH B CETU.

KomnbtoTepHble BUPYChI

KOMHbPOTeprIVI BMPYC - 3TO Pa3HOBUOHOCTb KOMMbKOTEPHbIX NporpamMmm, OTIIMYNTENBHON 0COBEHHOCTBIO
KOTOpOVI SIBMISIETCSA CMNOCOOHOCTbL K Pa3MHOXEeHWI0. B pononHeHune kK 3TOMY, BUPYCbl MOTYT NoBpeanNTb U
NOJNMTHOCTbK YHUYTOXUTb BCE d)aVIJ'IbI N OaHHbl€, NOAKOHTPOJ1bHbIE MNOJ1b30BATENTH, OT MMEHU KOTOPOro
Obina 3anylweHa 3apaxeHHad nporpamMmmMa, a Takke nospeaunTb Ui gaxke yHUHTOXUTb onepauoHHYO
cncrtemy CO BCeEMU cba|7|na|v||/| B Liernom. B bonbLlumHCcTBE Clty4daeB pacnpoCTpaHAKTCA BUPYCbl Yepes
MHTEPHET.



MeToabl 3aWmThl OT BPeAOHOCHbIX nporpamMmm:

1. Micnonb3yii coBpeMeHHbIe ornepaLMoHHbIe CUCTEMbI, UMEIOLLIME CePbe3HbIN YPOBEHb 3alLWTbI OT
BPEOOHOCHbIX NPOrpamm;

2. MocTosAHHO ycTaHaBnMBa nayTh (UndpoBble 3annaTkui, KOTopble aBTOMaTUYECKN YCTaHABINNBAOTCS C
Lienblo A0paboTKM Mporpammbl) U Apyrie 06HOBINEHUSI CBOEN ornepaLnoHHO cuctembl. Ckadneai nx
TONbKO C odhuLIManbHoOro caita paspabotumka OC. Ecnu cylLLiecTByeT pexnm aBToMaTU4eCcKoro
0BHOBMNEHUS, BKIHOYN €r0;

3. PaBoTait Ha cBOeM KOMMbIOTEpeE Nof npasamMu Nonb3oBaTens, a He agMuMHUcTpaTopa. ATO He
NO3BOMUT GOMbLLMHCTBY BPEOOHOCHBIX MPOrpamMmM MHCTaNNMpoBaTLCA Ha TBOEM MEpPCOHarnsHOM
KOMMbIOTEPE;

4. Vicnonb3yil aHTUBUPYCHbIE NPOrpaMMHbIe NPOAYKThbl U3BECTHBLIX MPOU3BOAUTENEN, C aBTOMATUYECKUM
obHoBMeHneM 6as;

5. OrpaHnyb pU3NYECKMii JOCTYN K KOMMbIOTEPY AN MOCTOPOHHUX NNL;

6. Vicnonb3yi BHeLHWe HocuTenu nHopmaunm, Takue kak dneLuka, AUCK Unm pann nus MHTepHeTa,
TOSbKO U3 MPOBEPEHHbIX NCTOYHUKOB;

7. He oTKpbIBai KOMMNbOTEPHbIE hawnbl, MOMyYeHHble N3 HEHaAEXHbIX NCTOYHUKOB. [axe Te dawnbl,
KOTOpble Npucnasn TBOW 3HaKOMBbIW. Jlyylle yTOUHM Y HEro, oTnpaensan nu oH Tebe mnx.

Cetunt WI-FI

Wi-Fi - aT0 He B1A nepefayn AaHHbIX, HE TEXHONOrUS, a Bcero nuib 6peHa, mapka. Ewe B 1991 rogy
Hugepnanackas komnaHus 3apermctpupoBana 6peHa "WECA", yto 0603Havano cnosocoveTaHune
"Wireless Fidelity", koTopbIn nepeBoguTcs kak "6ecrnpoBogHas TOYHOCTL".

[lo Hawero BpeMmeHu gowwrna gpyras abbpesmatypa, kotopas SABNAETCA Takom e TeXHornornen. 9710
abbpesuatypa "Wi-Fi". Takoe Ha3BaHue GbINO AaHO C HAMEKOM Ha CTaHAAPT BbICLLEN 3BYKOBOW TEXHUKM
Hi-Fi, 4To B nepeBoae 03Ha4aeT "BbICOKas TOYHOCTL".

[a, 6ecnnaTHbI MIHTEPHET-AOCTYN B Kadhe, OTENAX U asponoprax ABASETCS OTNIMYHON BO3MOXHOCTbIO
BbIXx04a B MHTEPHET. Ho MHOrne akcnepThbl cumTatoT, 4To obienocTtynHble Wi-Fi ceTn He saBnsoTes
©e3onacHbIMMU.

CoBeTbl No 6e3onacHoOCTM paboTbl B 00LWenocTynHbix cetax Wi-fi:

1. He nepepaBaii cBot Nnu4yHy0 nHdopmMaumto Yyepes obenoctynHblie Wi-Fi cetn. PaboTtas B Hux,
)enaTenbHO He BBOAMTb Maponiv A0CTyNa, JIOMMHbI U Kakne-To HOMepa;

2. Ncnonb3yi n 06HOBMSIM aHTUBMPYCHbIE NporpaMmmbl 1 OpaHamayep. Tem cambiM Tbl 06e30onacuLlb
cebs OT 3aKayku BUpyca Ha TBOE YCTPOWCTBO;

3. MNpwu ncnonesosanmnm Wi-Fi otkntoum dpyHkumio "O6wmii gocTyn K doarnam n npuHtepam”. JaHHas
hyHKUMA 3aKpbITa MO YMOMYaHUI0, O4HaKO HEKOTOPbIE NOMb30BaTENM aKTUBUPYIOT ee Ans yaobcTea
ncnonb3oBaHusi B paboTe mnm yyebe;

4. He vcnonb3yi nybnuuHbii WI-FI ang nepegayv nuyHbIX aHHbBIX, HANpUMep Ans Bbixoga B
coumanbHble CETU UMW B AMEKTPOHHYHO MOYTY;

5. Vicnonb3ywn Tonbko 3awmeHHoe coeanHeHne Yyepes HTTPS, a He HTTP, 1.e. npu Habope BeG-agpeca
BBOAM MMeHHO "https:/";

6. B mobuneHom TenedoHe oTknoum pyHkumo "TlogkntodeHme k Wi-Fi aBTomatuueckn”. He gonyckan
aBTOMATUYECKOro MOAKIIOYEHUs ycTponcTea k cetam Wi-Fi 6e3 TBoero cornacusi.

CounanbHble cetn
CoumanbHble CETU aKTUBHO BXOOAT B Hally XXN3Hb, MHOrne naun pa60Ta+0T N XMBYT TaM MNOCTOAHHO, a B

Facebook YXKe 3apernctpuposaH Munnmapa 4erioBek, 4Tto ABINAETCA O[HOWN CeabMOW BCEX XKUTenen
nnaHeTbl. MHOrMe nonb3oBaTenn He NOHUMALOT, YTO I/IHCbOpMaU,I/IFI, pa3mMelleHHaa M1 B counaribHbIX



ceTsaX, MOXeT ObITb HalileHa 1 UCNOoSb30BaHa KeM yrogHo, B TOM 4Yucne He obsizaTenbHoO ¢ Gnarnmm
HaMepeHnaMun.

OcHoBHbIe coBeTbl N0 6e30MacHOCTM B cOLMarnbHbIX CETSX:
1. OrpaHqu CMnCOK /J,py3e17|. Y 1ebs B OpPYy3bAX HE OOJTKHO ObITb Cﬂy‘-IaIZHbIX 1 HE3HaKOMbIX NIOAEN;

2. 3alumuian cBoo YacTHYHo XU3Hb. He ykasbiBal naponu, TenedoHbl, agpeca, AaTy TBOEro POXAEHMS U
OPYryto NMUYHY0 MHAOPMAaLMIO. 3MOYMbILLIIEHHUKA MOTYT MCNONb30BaTh AaXe MHAopMaL Mo O TOM, Kak
Tbl U TBOM POAMUTENM NIiaHUpyeTe NPOBECTU KaHUKYbI;

3. 3awwman ceoto penyTauuio - AepXu ee B YACTOTe 1 3aaaBawt cebe Bonpoc: xoTen Obl Thl, YTOObI
Opyrve nonb3oBaTeny BUAENW, YTo Thl 3arpyxaewwb? MNogymain, npexae Yem 4YTo-To onybnmnkosaTsb,
HanucaTb 1 3arpyauThb;

4. Ecnv Tbl roBOpULLb C JIOABMU, KOTOPLIX HE 3HaeLlb, He UCMOSb3YI CBOE pearibHoe UMS U ApYryHo
MMYHYI0 MHADOPMAaLMN: UMSl, MECTO XMTENbCTBa, MECTO y4ebbl 1 Npoyee;

5. V3Beraii pasmellenns potorpacuii B VIHTepHeTe, roe Tol M3o0paykeH Ha MeCTHOCTM, MO KOTOPOW
MOXHO OnpeaenuTb TBOe MECTOMONOXEHNE;

6. Mpu pernctpaumm B coumanbHON ceTn HeobXxoanmMo NCNONb30BaThb CrOXHbIE NAPONW, COCTOSILLINE U3
OyKB M LMpP 1 C KONMYECTBOM 3HaKOB He MeHee 8;

7. lnsi coumnanbHOM CeTU, NOYTbI U APYrMX CakToB HEOOXOANMO UCNONb30BaTh pa3Hble naponu. Toraa
ecnn Tebs1 B3NOMatoT, TO 3M10YMbILLMIEHHMKN NOfyYaT 4OCTYN TOMbKO K O4HOMY MECTY, a He BO BCe cpaay.

OneKTPOHHbIE AeHbIM

OnEeKTPOHHbIE AEHbIN - 3TO OYEHb YA00HbIN CNocob NnaTexen, OAHAKO CYLLECTBYHT MOLLEHHUKM,
KOTOpbI€ XOTST NOMy4YnTb 3TN AEHbIN.

OnNeKTPOHHbIE AeHbMM MOSIBUIIUCL COBCEM HEAABHO M MMEHHO M3-3a 3TOro0 BO MHOMMX rOCyAapcTBax A0
CUX MOpP He MPOMM1CaHOo MPO HKX B 3aKOHaX.

B Poccum e oHU yHKLMOHUPYIOT 1 O HKX YKe NPOMMCaHO B 3aKOHe, rae WX pasgensioT Ha HECKONbKO
BMAOB - aHOHMMHbIE U HE aHOHMMHbIE. PasHuLa B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspeluaeTcs NpoBoauTb onepaunm 6e3 naeHtTudmrkaumm nonb3osBaTens, a B HeaHOHUMHbIX
noeHTudrkaumnsa nonb3oBartens aBnseTca 00s13aTenbHON.

Takke crieqyeT pasnuyaTth SM1EKTPOHHbIE dnaTHbIE AEeHbIM (PaBHbI FOCYAAPCTBEHHbLIM BantoTam) 1
3NEKTPOHHbIE HedMATHbIE AEHbIN (HE paBHbI FOCYAApPCTBEHHBIM BanoTam).

OcHoBHble coBeThbl No 6e3onacHor paboTe ¢ SNEKTPOHHbIMU AEHbramu:

1. MNpuBsHKM K cHETY MOOUITbHBIN TeNedoH. ITo camMbii YA0OHbIN 1 BbICTPbIA CNOCO0 BOCCTAHOBUTL
[ocTyn K cyeTy. NpuBA3aHHbIN TenedoH NOMOXET, ecnin 3abyaellb CBOV NMIaTEXHbIA Naposb Uin
3angellb Ha canT C He3HaKOMOro YCTPOWUCTBA;

2. Ncnonb3yi ogHopasoBble naponu. [locrne nepexoga Ha yCuUneHHyo aBTopusauunio Tebe yxe He byaet
yrpoXkaTb OMACHOCTb KPaXKu UK Nepexeata MnaTexxHoro napons;

3. Bbibepu cnoxHbin napone. MNMpecTynHukam 6ygeT He NPoCTO yragaTtb COXHbIN naponb. HagexHble
naposnu - 3T0 Naposin, KOTopble CoaepXaT HE MeHee 8 3HaKOB U BKIIOYAKOT B ce0SA CTPOYHbIE U
NpONUCHbIe BYKBbI, LIMAPbI U HECKOINBKO CUMBOJIOB, TaKMe Kak 3HaK gonnapa, oyHTa, BOCKNMLATENbHbIN
3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAW CBOM JNIMYHbIE JaHHbIE HA calTax, KOTOPbIM HE AOBEPSELLb.
OneKkTpoHHas noyTa

OneKTpoHHas noyTa - 3TO TEXHOMOMMS U NPeaoCTaBMsieMble et YCryri Mo NepecbINike 1 NonyYeHno
3MEeKTPOHHbIX COOBLLEHWIA, KOTOPbIE pacnpenensoTcs B KOMMbIOTEPHOW ceTu. OBbIYHO 3NEKTPOHHbII
MOYTOBBIN AWK BbIFMSAUT crieaytowM o6pasoM: UMs_Mnonb3oBaTena@umMs_aoMeHa. Takke KpoMe
nepenayn NPoCToro TeKCTa, MMeeTCsl BO3MOXHOCTb NepefaBaTtb (ansbl.



OcHOBHble CoBeTbI N0 Ge3onacHoi paboTe C 3NEeKTPOHHOM NOYTON:

1. Hago BbIOpaTh NpaBurbHbI NOYTOBbLI CEPBUC. B MHTEPHETE ECThL OrPOMHbIV BbIOOP GecnnaTHbIX
NMOYTOBbLIX CEPBMUCOB, OQHAKO Ny4Lle JOBEPSATb TEM, KOro 3HaeLlb 1 KTO NePBbIA B PENTUHTE;

2. He ykasbiBaii B IMYHOW NOYTE NNYHY0 MHpopMaumio. Hanprumep, nyyile BbiOpaTh
"My3blkanbHbIn_aHat@" unu "pok2013" BmecTo "Tema13";

3. Nicnonb3yii AByxaTanHyo aBTopm3aumio. ITo Korga noMmMo napornsi Hy)KHO BBOAUTb KOA,
npucelnaemsli no SMS;

4. Bbibepu CroxHbln naponb. [s Kaxgoro NoYToBOro siLMKa JOSIKEH OblTb CBOM HaOEXHbIN,
YCTOMYMBbIW K B3fTOMY Naporib;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb camMmomy CBOW NNYHbIN BOMpOcC, I/ICI'IOJ'Ib3yIZ 3TY BO3MOXHOCTb;

6. Micnonb3yn HECKONMBbKO MOYTOBLIX ALLMKOB. NepBbI ANd YacTHOW Nepenuckn ¢ agpecatamMmu, KOTopbIM
Thl fOBepseLlb. OTO SMEKTPOHHBIN agpec He HaJo UCNONb30BaTh NPU perncTpaunm Ha gopymax u
canTax;

7. He oTkpbIBa thannbl U gpyrne BNOXeHUs B NMCbMax, gaXKe eCrv OHWU MPULLINY OT TBOWX APY3eNn.
Jlyywe yTo4HM y HKX, OTNPaBNsanv v oHn Tebe aTn cannbl;

8. MNocne okoHYaHust paboTbl HA MOYTOBOM CEPBUCE Nepe 3akpbiTUEM BKMAAKM C CanToOM He 3abyab
HaxaTb Ha "Bbiitn".

KnbepOynnuHr unm BupTyansHoe n3gesaTensCcTBo

KnbepbynnuHr - npecnegoBaHne coobLLEeHNs MU, COAEPKaLLMMM OCKOpPOeHusl, arpeccuto, 3anyrmBaHue;
XYIUraHCTBO; coLmanbHoe GOMKOTUPOBAHME C MOMOLLbIO Pa3fNYHbIX UHTEPHET-CEPBMCOB.

OcHoBHble coBeThbl No 6opbbe ¢ kMbepbyNHIoM:

1. He 6pocarcs B 6on. JTyuwmnin cnocob: nocoBeToBaTbCs Kak cebsa BECTM 1, €Criv HET TOro, K KoMy
MOXXHO 00paTUTbCS, TO BHa4arne ycrnokomTbes. Ecnu Tbl HAUHeLLb OTBEYaTb OCKOPONeHNsMN Ha
0CKOPOBIEeHMs, TO TOMbKO eLle BonblLue pasoxokellb KOH(INKT;

2. YnpaBnsawn ceoen knbeppenyTtauunen;
3. AHOHMMHOCTb B CETU MHMMasi. CyLLLECTBYIOT CNOCODbI BbISICHUTb, KTO CTOMT 3@ @HOHUMHbIM aKKayHTOM;

4. He cTouT BECTU XyNUraHCKuin obpas BUpTyanbHOM XXN3HU. IHTEpHET UKCUpyeT BCe TBOU OENCTBUSA U
COXpaHsaeT uX. YoanuTtb ux OyaeT kpanHe 3aTpyAHUTENbHO;

5. Cobntogan cBor BUPTyarnbHYH YECTb CMOSIOAY;

6. NIrHopupy eanHnYHbIA HeraTne. OgHOPa30Bble OCKOPOUTENbHbIE COODLLEHUS MNyYLLIE UTHOPUPOBATb.
O6bIYHO arpeccus nNpekpallaeTcsl Ha HavyanbHOW cTaguu;

7. BaH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMU COOBLLEHUSIMI, B COLIMATbHBIX CETSAX €CTb
BO3MOXHOCTb GITOKMPOBKM OTMPaBKM COOBLLEHWMI C onpeaerieHHbIX aapecos;

8. Ecnu Tbl cBMaeTenb knbepbynnuHra. TBOU AeiCTBUS: BbICTYNWUTb NPOTMB NpecrieqoBaTens, nokasaTtb
eMy, 4YTO ero AerCTBUSA OLEHMBAIOTCA HeraTMBHO, NoadepKaTb XKepTBY, KOTOPOK Hy>KHa Ncuxornormyeckas
MOMOLLIb, COOBLLUTL B3POCTbIM 0 haKkTe arpeccMBHOIO NoBeAEHNs B CETU.

MobunbHbI TenedoH

CoBpeMeHHble cMapTOHbI 1 NNaHLLEeTbl coaepxaT B cebe BNosnHe B3pOochblit yHKLMOHArM, 1 Tenepb
OHM MOTYT KOHKYPVPOBaTb CO CTaLUMOHapHbIMK KoMMbloTepamn. OgHako, CpeacTB 3aluuThbl Ans Nogo6HbIX
YCTPOMICTB NMoka o4YeHb Marno. TecTupoBaHue 1 NMoucK ysi3BUMOCTEN B HUX MPOUCXOOUT He Tak
MHTEHCUBHO, kak aAng MK, To e camoe kacaeTcs U MOBUIbHbIX NPUMOXKEHWIA.

COBpeMeHHbIe MOOUMbHbIE 6pay3epbl YXe NpakTn4eCckn oorHarnn HaCctosibHble aHarorn, ogHako
paclmnpeHue (*)yHKLI,VIOHaJ'Ia BrneveT 3a cobon 60]'IbLIJyPO CNOXXHOCTb U MEHbLUYH 3allULLEeHHOCTb.



[aneko He BCe NPOU3BOAMTENM BbiMyCKalOT OOHOBMNEHMWS, 3aKpbIBaKOLLME KPUTUYECKUE YA3BUMOCTUN ONs
CBOWX YCTPOWCTB.

OcHoBHbIe coBeThbl A5t 6e30nacHOCTM MOOUITbHOTO Teﬂe(bOHaZ

Hwuuero He aBngaeTcs no-HacTtosALemy OecnnaTtHbIM. EyD,b OCTOpPOXKeH, BeQb Korga Tebe npeanararoT
OecnnaTtHbI KOHTEHT, B HEM MOryT ObITb CKPbITbl KaKne-ToO niaTHble YCIyru,

Oyman, npexage yem otnpasuTe SMS, doTo nnu Bugeo. Tbl TOYHO 3HaeLUb, F4e OHM OyayT B KOHEYHOM
utore?

HeobxoarMmMo 06HOBNSITE ONEepaLMOHHY0 CUCTEMY TBOErO CMapTdOHa;
Vcnonb3yi aHTMBMPYCHbIE NPOrpaMMbl Ansi MOOUIbHbIX TeNedOHOB;

He 3arpy»aii NnpunoxeHus oT HEN3BECTHOrO UCTOYHMKA, BeAb OHU MOTYT CoAepXKaTb BPeAOHOCHOe
nporpaMMHoe obecrneyeHue;

Mocne Toro kak Tbl BbIAELWb C calTa, rge BBOAWUM NMUYHY MHopMaLuuio, 3ainamn B HAaCTPOnKM Gpay3sepa
n yaanu cookies;

Mepuoanyeckm nposepsn, Kakne nraTHble YCryrn akTuBUPOBaHbl Ha TBOEM HOMEPE;

[asaw cBon HOMep MOBUNBHOMO TenedoHa TOMbKO NI0AAM, KOTOPbIX Thbl 3HAELLb U KOMY JOBEPSELLb;
Bluetooth gomxkeH BbITb BLIKMIOYEH, KOrga Tl UM He norb3yellbcd. He 3abbiBai nHorga npoBepsitb 370.
Online urpbl

CoBpeMeHHble OHMaNH-UIPbl - 3TO KPacoYHbIe, 3axBaTbiBaloLne passrieyeHnsi, 06 beauHsIIoLLME COTHU
TbICSY YenoBek no BceMy Mupy. Urpoku nccneaytoT AaHHbIA UM MUP, OBLLaTCs ApYT C APYroMm,
BbINOMHSAIOT 3afaHUsi, CpaXaroTCs C MOHCTPaMM 1 NOMy4YatoT onbIT. 3a YA0BOSIbCTBME OHM MaTAT:
MoKynarT AUCK, OnfavnBaloT aboOHEMEHT Uin NprMobpeTatoT Kakue-To onuum.

Bce aTv cpeacTBa MayT Ha noadepkaHve 1 pas3BUTHE UMPbl, a Takke Ha camy 6e30MacHOCTb:
COBEPLLEHCTBYHOTCA CUCTEMbI aBTOPM3aALMM, BbINYCKaTCSl HOBbIE NaTyM (LMdpoBbIe 3annaTkv aJis
nporpamm), 3aKpblBatOTCs YSA3BUMOCTN CEPBEPOB.

B nogo6HbIX Mrpax CTOMT onacaTbCsl He CTOMbKO CBOMX COMEPHUKOB, CKOSbKO KpaXku TBOEro naporis, Ha
KOTOPOM OCHOBaHa cucTema aBTopu3aLny 6oMbLUNHCTBA Urp.

OcHoBHble coBeThbl N0 6e30MacHOCTM TBOErO MIPOBOIo akKayHTa:

1. Ecnu gpyron urpok BegeT cebs nnoxo unm cosgaet Tebe HeNnpuUATHOCTK, 3a0MNOKMPYI ero B Crincke
UrpOKOB;

2. MNoxanyiicsa agMUHUCTpaTOpaM Urpbl Ha NIIOX0e NMOBeAEeHNe 3TOr0 UrPoKa, XKenaTenbHO NPUMOXNTb
Kakue-To [loka3aTeNnbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nuyHyo MHdopmaumio B npodanne urpsbl;
4. YBaxan apyrux y4acTHUKOB MO UMPE;

5. He yctaHaBnuBan HeoduumaneHble Natin n Moabl;

6. Micnonb3yn CrioxHble 1 pasHble naponu;

7. Naxe BO BPeMSs Urpbl HE CTOUT OTKMOYaTb aHTUBUPYC. [oka Tbl UrpaeLlb, TBOW KOMMbIOTEP MOTYT
3apasuTb.

DULIMHT 1K Kpaka JTIM4YHbIX JaHHbIX



O6bI4HOM Kpa>|<el7| OEHer n JOKYMEeHTOB CerofH4 y>Ke HMKOro He yanBullb, HO C pa3BUTUEM UHTEPHET-
TexHonorunm 3MOYMbILUNEHHUKN NepeMeCTUITMCb B UHTEPHET, U NPOoAOITKakT 3aHMMaTbCA "noouMbIM"
OEeN0oM.

Tak nosiBunace HoBas yrposa: UHTEPHET-MOLLUEHHNYECTBA NN OULLIMHT, rMaBHas Lenb KOTOPOro COCTOUT
B MONyYeHUN KOHPUAEHUMANbHbLIX AaHHbLIX NoMb3oBaTemNen - NOrMHOB U Naponen. Ha aHrnuinckom asbike
phishing uutaetcs kak douwmHr (ot fishing - ppibHasa nosns, password - Naporsb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLIMHIOM:

1. Cnegwn 3a cBouMm aKKayHTOM. Ecnun Tbl nogospeBaellb, YTO TBOA aHKeTa Obina B3nomaxa, To
Heobxoanmo 3a6J'IOKMpOBaTb ee 1 coobLnTb aaAMUHUCTpaTopam pecypca 00 3TOM Kak MOXHO CKopee;

2. |/|CI'IOJ'II:3yl71 Oe3onacHble BeO-calThbl, B TOM Yucne, MHTEPHEeT-Mara3smHoB U NMOUCKOBbIX CUCTEM;

3. |/|CI'IOJ'II:3yl71 CNOXHble U pa3Hble naponu. Takum o6pa30M, ecnu Tebs B3nomatoT, TO 3M10yMbILUNTEHHUKN
nonyyart AO0CTyn TONbKO K O4HOMY TBOEMY I'IpO(*)I/IJ'IlO B C€Tu, a He KO BCEM;

4. Ecnu Tebs B3nomanu, To HeobxoanUMo NpeaynpeanTs BCEX CBOMX 3HAKOMbIX, KOTOpble A00aBMneHbl y
Tebs B Opy3bsiX, 0 TOM, YTO Tebsi B3romanu 1, BO3MOXHO, OT TBOEro MMeHUN ByaeT pacchinaTbes cnam u
CCbINKN Ha OULLIMHIOBbIE CaThl;

5. YcTtaHoBu HagexHbI naponb (PIN) Ha MOBUnbHBIN TenedoH;
6. OTkNoUM coxpaHeHne napons B 6paysepe;

7. He oTkpbIBan channbl 1 gpyrne BNoXeHns B NMCbMax, gaKe eCrv OHWU MPULLINM OT TBOWX APY3eNn.
Jlyywe yTouHM y HKX, OTNpaBNsanu v oHn Tebe aTn cannbl.

Lindppoeas penytauus

Lindpposas penytaums - aTo HeraTMBHas Unn NO3MTUBHAA MHopMaLnsa B ceTu o Tebe.
KomnpomeTupytowasa nHopmaums, pasmelleHHas B MIHTEPHETE, MOXET Cepbe3HbIM 06pas3om
OTPa3nTbCsl Ha TBOEW pearbHOM XusHu. "Lindpposas penytaums” - 3To TBOM UMUAX, KOTOPbI
dopmmpyeTcs 13 nHpopmauum o Tebe B MHTEPHETE.

TBO€E MECTO XUTENbCTBA, Y4ebbl, TBOE hUHAHCOBOE NOMOXeHNe, 0COBEHHOCTM XapakTepa 1 pacckasbl O
Gnn3KNX - BCE 9TO HAKaNNMBaETCS B CETU.

MHorne nogpocCTKn NErKOMbICIIEHHO OTHOCATCA K Nybnukaummn nmyHon nigopmaumm B MIHTepHeTe, He
NMoHMMasa BO3MOXHbIX MOCMEeACTBUIA. Thl AaXe HE CMOXeELUb AoragaTtbecsi 0 TOM, UTO choTorpadums,
pasmelleHHas 5 neT Hasag, cTana NPUYNHOM OTKasa NpUHATL Tebs Ha paboTy.

KommeHTapun, pasmelleHne TBomx dpotorpaduin n gpyrne encTensi MOryT He MCYE3HYTb Aaxe nocne
TOrO, KaK Tbl MX yAanuwb. Tbl HE 3HAELLb, KTO COXpaHun 3Ty MHOpMauuto, nonarna fin oHa B MOUCKOBbIE
CUCTEMbI N COXpaHUnach fiv OHa, a rMaBHOE: YTO NMOAYMAalOT O Tebe OKpy>KatoLLMe NoAN, KOTOpble HangyT
N yBUOAT 3T0. HaTu Hpopmaumno MHOro fieT CycTs CMOXET fobon - Kak 13 oOpbIX NOBYKAEHWI, Tak
N C HAMEPEHNEM MPUYNHUTBL Bpea. OTO MOXET ObITb KTO YrOAHO.

OcHOBHbIe coBeTbI MO 3awmTe LMPOBON penyTauum:
1. MNoagymawn, npexae 4yem 4To-To NybnmkoBaTh U NepedaBaTth y cebs B 6riore unv B coumanbHON ceTu;

2. B HacTporikax npoduns yCTaHOBM OrpaHUYeHnst Ha NPOCMOTP TBOEro NpoMuns 1 ero CoaepXmmoro,
caenan ero Tornbko "ons apysen”;

3. He pa3meLyan n He yKkasbiBan MHOPMaLMIO, KOTOpas MOXET KOro-nnbo ockopbnsaTe unu obmxaTb.
ABTOpCKOE NpaBo

COBpeMeHHbIe LUKOJTIbHUKKN - aKTUBHbIE MNMOJ1b30BaTENN LI,VI(*)pOBOFO NPOCTpaHCTBA. OpHako ganeko He Bce
3HaKT, YTO NMoJib30BaHNE MHOIIMMU BO3MOXXHOCTAMUN LI,VICprBOFO Mupa Tpe6yeT cobntoageHus npas Ha
MHTENNEeKTyalrlbHy0 COOCTBEHHOCTb.



TepMI/IH |'I/IHTeJ'IJ'IeKTyaJ'Il:>HaF| COOCTBEHHOCTL" OTHOCUTCS K pa3nnyHbIM TBOPEHUAM HernnoBe4eCKoro yma,
Ha4ynHada C HOBbIX M3O6peTeHVIl7I 1 3HakoB, 0603HavaroLLMX COOCTBEHHOCTb Ha NpPOAYKTbI N YCnyru, n
3aKaH4nBaa KHUramu, d)OTOFpad)VIﬂMI/I, KVIHOd)VIJ'IbMaMI/I N My3blKallbHbIMU NMpoun3BeeHUAMN.

ABTOpCKME NpaBa - 3TO NpaBa Ha UHTEMNNEKTYyarnbHyl0 COGCTBEHHOCTb Ha NPOU3BEeEHUs HayKu,
nuTepaTypbl U UCKyccTBa. ABTOPCKME MpaBa BbICTYMNaloT B KA4YeCTBe rapaHTUM TOro, YTo
MHTENNeKTyanbHbIN/ TBOPYECKUI TPyA aBTopa He ByaeT HanpacHbIM, 4acT eMy crnpaBeanuBble
BO3MOXHOCTU 3apaboTaTb Ha pe3ynbTaTtax CBOero Tpyaa, Nony4ynTb U3BECTHOCTb U NpusHaHue. Hukto
6e3 paspelleHns aBTopa He MOXeT BOCNPOU3BOANUTL €ro NpousBeAeHne, pacnpocTpaHaTb, Ny6nMyHo
[eMOHCTPUpOBaTh, NpoaaBaTb, MMMOPTUPOBATbL, MyckaTb B NpoKaT, Ny6rnMYHO UCMOMHATD,
noKa3sblBaTb/UCMONHATL B adompe uUnu pasMellaTtb B VIHTepHeTe.

Mcnonb3oBaHue l'I'Il/‘IpaTCKOFO" nporpamMmmHoro obecneyeHnss MoXeT npmBecT K MHOTMM pUCKaM: OT
noTepu gaHHbIX K TBOUM akKkayHTam O 6J'IOKI/1pOBKM TBOEro yCTpOI;ICTBa, roe ycrtaHoBJlieHa HeneranbHas
nporpamMmma. He cTtouT Takke 3abbiBaTb, YTO CYyLLECTBYIOT JieraribHble n OecnnatHble nporpamMmmbl,
KOTOpPbl€ MOXHO HaNTU B CETMW.

O noprane

CeTeBun4YOK.ph - TBOW rMaBHbIA COBETYMK B CETU. 34€Ch Thl MOXELLb y3HaTb 0 6e30NacHOCTM B CETU
MOHATHBLIM W AOCTYMHbLIM SI3bIKOM, @ NPU BO3HWKHOBEHWMW KPUTUYECKOWM CUTyaLmMmM 06paTuTbCS 3a COBETOM.
A TaKKke NPUHATb y4acTue B KOHKypCcax M CTaTb CaMbiM LUPOBbLIM rpaXkgaHuHoOM!

Mpunoxexve N 3
NAMATKA An4 POOUTENENW OB UHOOPMALIMOHHOW BE30OMNACHOCTU OETEU
OnpegeneHne TepMuHa "MHopmaumnoHHas BesonacHocTb geTen" cogepxutcs B PegepanbHOM 3akoHe
N 436-®3 "O 3awute geten ot UHpopMaLum, NPUUNHSIOLLEN BPen, X 340POBbI0 1 PasBuTm”,
pPerynmpyroLwmM OTHOLLEHWS, CBA3AHHbIE C 3aLLMTON OETEN OT MHGOPMAaLMK, NPUYMHSIOLLIEN Bpea UX
340p0BbIO U (UNnn) passuTno. CornacHo 4aHHOMY 3akoHy "MHopMaumoHHas 6e3onacHoCTb geTen” - 310

COCTOSIHWE 3aLLMLLEHHOCTU, MPU KOTOPOM OTCYTCTBYET PUCK, CBSA3AHHBIV C MPUYMHEHEM MHDOPMaLIMEN
BpeAa vxX 300POBbI0 U (M) DU3NYECKOMY, NMCUXUYECKOMY, AYXOBHOMY, HPABCTBEHHOMY PA3BUTUIO.

B cuny ®egepanbHoro 3akoHa N 436-03 nHdopmaumen, NpUiMHAIOLLIEN Bpea, 300POBbLI0 U (1n)
pas3BUTUIO OEeTEN, ABMNAETCA:

1. HOpMaLMS, 3anpeLLeHHas sl pacnpocTpaHeHWst cpean AeTen;

2. HopMaLMs, pacnpocTpaHeHe KOTOPON orpaHMYeHo cpeamn aeTen onpeaeneHHbiX BO3pacTHbIX
KaTeropumn.

3. K vHdopmaLmu, 3anpeLleHHoN ang pacnpocTpaHeHns cpeaun geTen, OTHOCUTCS:

4. ugopmaLms, nobyxaarLasa AeTen K COBEPLLUEHNIO AENCTBUIA, NMPEOCTaBMSOWLNX YIPO3Yy WX KU3HU U
(Mrn) 300pOBLIO, B T.4. MPUYMHEHMWIO BpeAa CBOEMY 300POBbIO, CaMOyOUNCTBY;

5. cnocoGHOCTL BbI3BATL Y AETEN XKenaHue ynoTpebutb HapkoTUYeckne cpeacTBa, NcuxoTPOrnHbIe U
(vnn) ogypMaHvBatoLLMe BeLlecTBa, TabayHble U3Oenvsi, ankorofbHY M CIMPTOCoAEepKaLLyo
MPOAYKLMIO, MUBO W HANWUTKK, M3roTaBIMBaEeMble Ha €ro OCHOBE; NMPUHATL y4acThe B a3apTHbIX Urpax,
3aHMMaTbCs NPOCTUTYLMEN, BPOASKHUYECTBOM UM MOMPOLLaNHNYECTBOM;

6. o6oCcHOBbIBaOLLAs U1 onpaBAbiBaroLLast 4ONYCTUMOCTb HAaCKUMs 1 (MINK) )KECTOKOCTU NBo
nobyxaaroLlas ocyLecTBNSATb HACUNbCTBEHHbIE AEACTBUSI MO OTHOLLEHWIO K JOAAM U XKUBOTHbBIM;

7. oTpuuatoLas ceMeliHble LEHHOCTM U (hOPMUPYIOLLAs HEYBaXKeHUE K POAMTENSIM U (MN) APYrUM
yrieHam cembM;

8. onpasabiBatoLLasi NPOTMBOMNPAaBHOE NMOBEEHNE;
9. coaepkalliasi HeLeH3YpHYI0 bpaHb;

10. cogepkallasa nHpopmMaLno NopHorpadnyeckoro xapakrepa.



K nHdopmaLmm, pacnpocTpaHeHne KOTOpOoi orpaHUYeHo cpeau AeTein onpeaeneHHoro Bo3pacra,
OTHOCUTCS:

1. VIH(*)OpMaLI,VIFl, npencraBndaemMas B Buge |/|306pa>|<eHM;| N onnmcaHmna XeCTtokoCcTH, (bl/l3|/|‘-leCKOFO n
(VIJ'IVI) NCUXNHECKOIro Hacunu4, npectynneHnda unn NHoro aHTMOOLLLECTBEHHOIO OENCTBUS;

2. Bbi3blBalOLLasA y AeTel CTpax, yKac Unv NaHuky, B T.4. NpeAcTaBnsiemMas B Buae n3obpaxeHus unm
ONnMCaHNsa B YHUXKaloLLEn YernoBe4eckoe JOCTOMHCTBO (hopMe HEHACUINbCTBEHHOW CMepPTU, 3aboneBaHus,
camoybuincTBa, HECHYaCTHOro criyyasi, aBapum Unu katacTpodbl 1 (Unn) UX NOCNeaCcTBUI;

3. NnpefcTaensiemast B BUAE M300paXKeHMs1 U ONUCcaHKs NoroBbIX OTHOLLEHWUIA MEXOY MY>XYMHOM 1
YKEHLLIMHOM;

4. copgepxallasn GpaHHbIe CroBa U BblPaXKEHUs, HE OTHOCALLMECS K HELIEH3YPHOW BpaHu.

C yyeTom atoro Bam npegnaratotcsa npasuna paboTtbl B ceTn MIHTEpHET Ans pasnunyHbIX BO3PaCTHbIX
KaTeropuin, cobnogeHne KoTopbiX NO3BONNT obecnevnTb MHPOPMALMOHHYIO 6e30MacHOCTb BaLLMX
peten.

O6Lwwe npaBuna ansa poautenemn

1. HesaBucmmo o1 Bo3dpacTa pebeHka ncnonb3ynTe nporpammMmHoe obecnedeHme, noMmoratollee
uUnbTPOBATb N KOHTPONMPOBaTbL MHAOPMALMIO, HO HE MoraranTechb NOMHOCTLIO Ha Hero. Bawe
BHMMaHMeE K pebeHKy - rmaBHbIi METOL 3aL1Tbl.

2. Ecnu Baww pebeHok nmeeT akkayHT Ha OAHOM 13 coumanbHbix cepucoB (Livedournal, blogs.mail.ru,
vkontakte.ru n T.n.), BHUMATENbHO U3y4YnTe, KaKyto MHOPMALNIO NMOMELLLAKT €ro Y4aCTHUKM B CBOUX
npocdunsx n 6norax, Bkrtoyasa goTtorpadmm 1 BuOeo.

3. MNpoBepbTe, C KakUMK OpYrMMn cantamm cBsidaH coumanbHbii cepBuc Bawero pebeHka. CTpaHnyku
Bawero pebeHka mMoryT 6bITb 6e30MacHbIMK, HO MOTYT U CodepXaTb CCbIfIKM Ha HexxenaTenbHbIe U
onacHble canTbl (Hanpumep, MOPHOCANT, UIM CalT, HA KOTOPOM ApPYr YNIOMUHAET HOMEpP COTOBOTO
TenedgoHa Bawero pebeHka nnv Baw gomawiHmun agpec)

4. MoowwpsanTte Bawwnx geten coobliate 060 BCEM CTPAHHOM UITM OTTaNKMBAKLLEM U HE CITULLKOM OCTPO
pearvpymnTe, Koraa oHu 3T0 AenatoT (13-3a onaceHust NoTePATb AOCTYN K IHTEpHETY AeTn He roBOpsAT
poauTensm o npobnemax, a Takke MOryT HadaTb NCMNoNb30BaTh VIHTEpHET BHE OMa U LLKObI).

5. BygbTe B Kypce ceTeBow xu13HM Bawlero pebeHka. VIHTepecynTech, KTO nX Apy3bs B IHTEpHET Tak Xe,
KaK MHTepecyeTecb pearibHbIMU OPY3bsIMU.

Bospact o1 7 go 8 net

B NHTepHeTe pebeHok cTapaeTcs NOCeTUTb Te UMY UHbIE CaiThl, 8 BO3MOXHO M YaThbl, paspelleHre Ha
MoceLleHne KOTOPbIX OH He nonyyun Gbl OT poauTeneit. MoaTomy poauTensiM ocoGeHHO nonesHbl oyayT
Te OT4YeTbl, KOTOPbIE NPEAOCTaBNANTCA NPOrpaMMamMu Mo OrpaHNYEeHUo0 UCNoNb3oBaHNa MIHTepHeTa, T.e.
PoauTenbckuii KOHTPOMb UK TO, YTO Bbl CMOXKETEe YBUAETb BO BPEMEHHbIX hainax. B pesynbTate, y
pebeHka He OyaeT OLLYLLEHUs], YTO 38 HUM BEAETCS MOCTOSIHHBIN KOHTPOSb, OAHaKo, poauTenu 6yayT no-
NpexxHeMy 3HaTb, Kak1e caiiTbl nocellaeT ux pebeHok. [leT B gaHHOM Bo3pacTe 06raaatoT CUIbHbIM
YYBCTBOM CEMbW, OHU JOBEPYMBLI U HE COMHEBalOTCS B aBTopuTeTax. OHM NoGAT nrpaTb B CETEBbIE
Urpbl 1 NyTeLecTBOBaTb Mo VIHTEPHETY, UCMONb3ysi ANEKTPOHHYI0 MOYTY, 3aX0AWTb Ha CalTbl U YaTbl, He
peKoMeH0BaHHble PoaUTENAMN.
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CoBeTbl No 6e3onacHocT B ceTn VIHTepHeT anst neten 7 - 8 net

1. CospaiiTe CNMCOK AOMaLLHUX NPaBuI NocelleHus VIHTepHeTa npu ydactum aetei u Tpebyiite ero
BbIMOMHEHNS.

2. Tpebyiite oT Baluero pebeHka cobnogeHns BPEMEHHbIX HOPM HaxX0XOeHUs 38 KOMMbIOTEPOM.
MokaxuTe pebeHky, 4To Bbl HabnogaeTe 3a HUM He NOTOMYy YTO Bam 3To xo4eTcs, a NoTOMy YTO Bl
GecnokonTech 0 ero 6e3onacHoOCTU 1 BCeraa rotoBbl €My NOMOoYb.

3. KomnbtoTep ¢ nogkntoyeHnem K VIHTEpHETY LOMKeH HaxoauTbesa B 06LLE KOMHATe nog, NpYCMOTPOM
poguTenen.

4, |/|CI'IOJ'Ib3yl7ITe cneunarnbHble OeTCK1ne NonCcKoBble MaLLUHbI.

5. |/|CI'IOJ'II:3yl71Te cpenctea 6J'IOKI/1pOBaHI/1$| HeXenaTeribHOro KOHTeHTa Kak AonoJfiHeHne K CTaHOapTHOMY
PODMTeJ‘IbCKOMy KOHTPOIHO.

6. Co3paiTe ceMelHbI 3NEeKTPOHHBIN SALLUK, YTOObI He NO3BONUTL AETAM MMEeTb COOCTBEHHLIE afpeca.

7. Briokvpyiite foCTyn K caiiTam ¢ 6ecnnaTHbIMU NOYTOBLIMU ALLINMKAMMU C MOMOLLIbIO COOTBETCTBYIOLLIEro
nporpaMMHoro obecrneyeHus.

8. MpuyunTe getent coBeToBaThCs ¢ Bamu nepen onybnvkoBaHneM kakon-nnbo nHdopmauum
cpencTBaMm 3NEKTPOHHOW MOYThI, YaTOB, PErMCTPALMOHHBLIX POPM 1 NPOdUnen.

9. Hayunte geten He 3arpyaTb hainbl, nporpammMbl UM My3biky 6e3 BalLero cornacusi.
10. He paspeluainte getsiMm UCnonb3oBaTh Cry>KObl MTHOBEHHOrO 0OMeHa COOBLLEHMSMM.

11. B "Genbin" cnncok cantoB, paspeLLeHHbIX 4151 MOCELLEHMS, BHOCUTE TOSTbKO CanThbl C XOpPOLUEN
penyTaumen.

12. He 3abbiBante 6ecegoBath ¢ AeTbMU 06 X Apy3bsx B VIHTepHETE, kak ecnu 6bl peyb Lina o gpy3bsx
B pearnbHON XNU3HWN.

13. He penante "taby" n3 BONpoCOB NOMOBOW XN3HW, TaK Kak B VIHTEpHETE AEeTU MOTYT JTIErKO HaTKHYTbCA
Ha nopHorpaduo nnmn cantbl "gnst B3pocnbIx".

14. MNpuy4dnTte Bawero pebeHka coobLiaTe Bam O NOOLIX yrpo3ax unv TpeBorax, CBA3aHHbIX C
WHTepHeTom. OcTaBanTech CMOKOMHBLIMWU 1 HANOMHUTE AETSAM, YTO OHM B 6e3onacHOCTH, ecrnv camu
pacckasanu Bam 0 CBOMX TpeBorax. [loxBanute nx n nocoBeTynTe NOAOWTHM eLle pa3 B Nog00HbIX
cnyyasx.

BoaspacTt geten ot 9 go 12 net

B naHHOM Bo3pacTe AeTu, Kak MpaBuIio, Y»Ke HacrbllaHbl O TOM, Kakasi MH(OpMaLus CyLLecTBYyeT B
NHTepHeTe. CoBepLUEHHO HOPMarbHO, YTO OHM XOTHAT 3TO YBUAETb, NMPOYECTb, YCnbillaTh. [py aTom
HY>XHO MOMHWTb, YTO AOCTYN K HeXXenaTtesrbHbIM MaTepuanam MOXHO fierko 3abnokupoBaTh Npu MOMOLLM
cpeacTtB Pogutenbckoro KOHTPOnS.

CoBeTbl N0 6e3onacHocTy Anga geten ot 9 go 12 net

1. CosganTe CnMCOK AOMALLUHMX NpaBun noceLleHus VIHTepHeT npu ydactum geten n tpebynte ero
BbIMOMHEHUS.

2. Tpebywite oT Bawero pebeHka cobnogeHns HOpM HaXxOXAEHUS 32 KOMMBIOTEPOM.

3. HabrnroganTte 3a pebeHkom npu paboTe 3a KOMMBITEPOM, NMOKAXKUTE emy, 4TO Bbl Becnokonteck o ero
6e30nacHOCTM U BCeraa rotoBbl 0ka3aTb eMy NMOMOLLb.

4. KomnbloTep ¢ nogkntoveHnem B VIHTEpHET A0MmKeH HaxoauTbes B 0bLLen koMHaTe nogd NpucMoTpoOM
poauTenen.

5. VlCI'IOJ'Ib3yl7ITe cpeacrtea 6]'IOKI/IpOBaHI/IFI HeXenaTesibHOro KOHTeHTa KaK O0noJfiHeHne K CTaHOapTHOMY
POD,VITeJ'IbCKOMy KOHTPOIIO.



6. He 3abbiBaiiTe NpMHMMaThL HenocpeacTBEHHOE yyacTue B Xu3HU pebeHka, 6ecenoBaTb ¢ AeTbMU 06
nx apysbax B MIHTepHeTe.

7. HacTauBaiiTe, 4ToGbl A€TU HUMKOrAA He cornallanuch Ha NUYHble BCTpeun ¢ Apy3bsMu No VIHTepHeTy.

8. MNo3BonsanTe oeTaAM 3axoauTb TONbKO Ha caiTbl U3 "Genoro” cnucka, KOTopbI co3hanTe BMECTe C
HUMMN.

9. MpuyunTte geTel HUKOrAa He BbigaBaTh NMYHYH MHGOPMaLMI0 CPeacTBamMy NEKTPOHHOM NoYThl,
4aToB, CUCTEM MIHOBEHHOINO 0GMeHa COOBLLEHVSIMU, PEMMCTPALMOHHBIX (hOPM, NTUYHBIX Npodunert 1 Npu
permcTpaummn Ha KOHKypchl B VIHTepHeTe.

10. MpuyunTe geTen He 3arpyaTb NporpaMmbl 6e3 Ballero paspelueHnsi. O6GbACHUTE UM, YTO OHWU MOTYT
Crny4valnHo 3arpy3vTb BUPYCbl UK OpYroe HexenarternbHoe nporpaMMHoe obecrneyeHme.

11. Cospaiite Bawemy peGeHKy orpaHMYeHHYH YYeTHYI0 3anuch Ans paboTbl Ha KOMMbIOTEpPE.

12. I'IpmquTe Bawero pe6eH|<a COO6LLI.aTI:> BaM O NOObIX yrposax unu tTpesorax, CBA3aHHbIX C
MHTepHeTOM. HanomHuTe geTtam, 4To OHU B 6esonacHocTn, ecnun camu pacckasanu Bam O CBOUX
TpeBorax n onaceHudx.

13. Pacckaxute getsam o nopHorpadum B HTEpHeTE.

14. HactauBanTte Ha ToM, YTOObI 4EeTK NPEAOCTaBNsANN BaM AOCTYN K CBOEMN SMEKTPOHHOM NMoYyTe, YTobbI
Bbl y6eaunucb, YTo OHN He OBLLa0TCA C HE3HAKOMLIAMW.

15. O6BbsICHUTE OETAM, YTO HEMb3s UCNONb30BaTh CETb ANs XYNIUraHCTBa, pacnpoCTpaHEeHNs CreTeH
Unu yrpos.

BospacTt geten ot 13 go 17 net

B 3TOM BO3pacTe NogpOCTKM akTUBHO UCMOSNb3YIOT NMOWCKOBbLIE MaLLVHBbI, MOSb3YHTCS SNEKTPOHHOW
noyTon, crny>kbamm MrHoBEHHOro obmMeHa cooBLEHNAMUN, CKauMBaKOT My3blky U unbMbl. Manbunkam B
3TOM BO3pacTe 6orblle N0 HpaBy CMeTaTh BCE OrPaHUYEHNs], OHU XaxayT rpyboro oMopa, asapTHbIX
Urp, KapTUHOK "ana B3pocrnbix". [JeBoukn NpegnodntatoT obLwaTbCs B Yatax, Npu 3TOM OHM ropasao
bonee 4YyBCTBUTENbHbI K CEKCYyanbHbIM OMOraTenscTeam B VIHTepHeTe.

3avacTyto B JaHHOM BO3pacTe poanuTEeNsSM YKe BECbMA CIIOXHO KOHTPONMMPOBaTbL CBOMX AETEW, Tak Kak

00 NHTepHEeTE OHU yxKe 3HaKT 3HAYMTENBbHO BornblLLe CBOUX poauTenen. TemM He MeHee, He OTryckanTe

neten B "cBobogHoe nnasaHue" no NHTepHeTy. CTapantech akTMBHO y4acTBOBaTb B 00LeHUn pebeHka
B /IHTepHeTe.

BakHO no-npexxHemy cTporo cobnogate npasuna NHTepHeT-6e30MacHOCTY - cornalleHne mexagy
poautensamm n getbMn. Kpome T0ro, HE06xo4MmMo Kak MOXHO Yalle npocMaTpvBaTth OTYETHI O
gesrtenbHocTun geten B ViHTepHeTe. CnegyeT obpatute BHUMaHWe Ha He0bX0aUMOCTb coaepXKaHus
POANTENBLCKMX Naporen (maponen agMUHUCTPATOPOB) B CTPOTOM cekpeTe 1 0bpaTtute BHMMaHMe Ha
CTPOroCTb 3TUX Naposien.

CoBeTbl No 6e3onacHocTM B 3TOM Bo3pacTe oT 13 go 17 net

1. Co3ganTe CnMCoK AOMaLLHMX NpaBun NnoceLeHns VIHTepHeTa npu y4actum noapocTKoB 1 Tpebyite
6e3ycrnoBHOro ero BbinonHeHus. O6roeopute ¢ pebeHKOM CMMCOK 3anpeLleHHbIX CanToB ("4epHbIn
cnucok"), yackl paboTtebl B IHTEpPHETE, PYyKOBOACTBO MO 0b6LLeHuto B VIHTepHETe (B TOM YMche B YaTax).

2. KomnbloTep ¢ nogkntoveHneM K cetn VIHTeEpHeT JOMmKeH HaxoauTbca B 00LLLEN KOMHATE.

3. He 3abeiBaiite 6ecenoBath ¢ oeTbMu 06 nx Apy3bsix B IHTepHETe, O TOM, YEM OHM 3aHATbI TaKUM
obpasom, OyaTo peyb MOET O APY3bsiX B pearbHOM xun3Hu. CnpalumBante o Nogsax, C KOTOpbIMU OETH
obLaTCs NOCPEeACTBOM CIy»0 MTHOBEHHOIO 0OMeHa CcoobLLEeHNsIMU, YTOObI yOeanTbCs, YTO 3TN Noan
UM 3HAKOMblI.

4, VlCI'IOJ'Ib3yl7ITe cpeacrtea 6]'IOKI/IpOBaHI/IFI HeXenaTesibHOro KOHTeHTa KaK O0noJfiHeHne K CTaHOapTHOMY
POD,VITeJ'IbCKOMy KOHTPOIIO.



5. Heobxogumo 3HaTb, Kakummn YaTamu nonbaytotca Bawwm getu. MNoolpante Mcnons3oBaHne
MOLEPVPYEMBIX YaTOB M HacTamBanTe, YTobbl 4eTu He o0 anumcb B NPMBAaTHOM peXnME.

6. HactanBaiiTe Ha TOM, YTOObI 4€TN HUKOrOA He BCTpe4anncb JNIMYHO C APY3bAMU U3 CETU MHTepHeT.

7. MpuyunTte geTelt He BbigaBaTb CBOK NMYHYIO MHOPMaLIMIO CPeACTBAMM SIIEKTPOHHOM NMOYTEI, 4aToB,
CUCTEM MIHOBEHHOrO OGMeHa COOBLLEHUAMM, PEMMCTPALIMOHHBIX (DOPM, NIUYHBIX NPOdUIEN 1 NpK
permcTpaummn Ha KoHKypchl B IHTepHeTe.

8. Mpuyunte geTent He 3arpyxaTb NporpaMmmMbl 6e3 Ballero paspelieHnst. OGbACHUTE UM, YTO OHU MOTYT
CryYyaiHo 3arpy3uTb BUPYChl UMK OPYyroe HexenartenbHoe nporpaMmMHoe obecrnedeHue.

9. MpuyunTe Bawwero pebeHka coobLiaTte BaM O N0ObIX Yrpo3ax Unm TpeBorax, CBA3aHHbIX C
MHTepHeToM. HanomHuTe aetsm, 4to oHM B 6e30macHOCTK, eCnin caMy pacckasanuv BaM, O CBOMX Yrpo3ax
unu Tpeeorax. lNMoxeBanute Mx 1 NOCOBETYMTE NOAOWTH eLle pa3 B Nogo0HLIX cryyasix.

10. PacckaxuTe getsam o nopHorpadum B UHTepHeTe. MNomMornte um 3awmtntbes ot cnama. Hayuure
NoApOCTKOB He BblAasaTth B VIHTEpHETe CBOEro peanbHOro afekTpoOHHOro agpeca, He oTBevaTb Ha
HexernaTenbHble NMCbMa U UCMOMNb30BaTh CrieumarbHble NOYTOBbIE (PUNbLTPLI.

11. MNpuyynTe cebs 3HaKOMUTBLCA C cakTaMu, KOTOpbIE MOCELLAT NOAPOCTKN.

12. Hayunte peten yBaxatb Apyrux B MHTEpPHeTE. Y6eanTech, YTO OHM 3HAOT O TOM, YTO NpaBuna
XOpOLLIEro noBeAeHNsa OeNCTBYIOT BE3Me - faXe B BUPTyarbHOM MUpE.

13. O6bACHUTE OETAM, UTO HM B KOEM Clyyae Henb3da ncnonb3oBatb CeTb ANS XynNUraHcTBa,
pacnpocTpaHeHus CrfeTeH UK yrpo3 Apyrum nogsam.

14. O6cyanTe ¢ nogpocTkaMu NPobremMbl CeTeBbIX a3apTHBIX UMP U X BO3MOXHbIA puck. HanomHuTe, 4To
AETV He MOTYT UrpaTb B 3TW UIPbl COMMAaCcHO 3aKOHY.

[MocTosIHHO KOHTpONMpPyMTE Ucnonb3oBaHne VIHTepHeTa Bawmm pebeHkom! OT0 He HapyLueHne ero
NIMYHOTO NPOCTPAHCTBA, a Mepa NPeaoCTOPOXHOCTU U NposiBrieHne Bawen poantensckon
OTBETCTBEHHOCTU 1 3a00ThI.



